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Global Pandemic and International Crisis
Ari Afilalo1 & Brittany Burns2
The COVID-19 pandemic is raising international economic and social solidarity issues
that challenge the prevailing global legal order. Public health has traditionally been an area of
domestic sovereignty. In theory, the international trade system allows States to allocate their
resources to public health needs as they see fit.3 Humanitarian concerns may prompt them,
unilaterally or collectively, to aid others, especially when dealing with catastrophic events.
However, the typical international intervention customarily entails a voluntary desire to relieve
public health emergencies abroad, not assisting other nations to prevent a deadly virus from
traveling back to their borders.4 Similarly, free trade rules, which normally mandate the free
movement of goods or services, may normally be suspended to prevent the import of harmful
agents. Mad cow disease or the presence of hormones in meat, for example, may justify a ban on
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importing beef or other food products from affected regions.5 However, these types of measures
target specific areas to curtail their export to the extent necessary for the protection of other
countries. COVID-19, on the other hand, affirmatively requires that wealthier countries assist
others in securing high vaccination rates.
Yet, the pandemic is not just creating a unique problem that is unlikely to be repeated.
Rather, it is a direct outcome of the transformation of the global marketplace that has
characterized the post-World War II world, and it foreshadows similar problems in the future.
The second half of the 20th century has seen a gradual erosion of the national boundaries that
characterized the era of the administrative nation-state. The first generation of trade evolution
brought about an opening of borders, coupled with pressure on participating States to allow the
import of products manufactured under less stringent public health and other standards. Legal
norms such as the “least trade-restrictive measures” test tended to have a bias in favor of
allowing products and limiting the exercise of the regulatory power. At the same time, industrial
production shifted to jurisdictions with lesser labor, environmental, health and other standards
applicable to the production or quality of the products.6
While a “ratcheting up” of regulatory levels may be obtained over time,7 a half-century of
trade based on the ethos that increasing the global pie will lift everyone has created externalities
that no single country can manage.8 The climate crisis illustrates this proposition. With the
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rapid increase in the volume of goods manufactured for export,9 the global collective of
industrialized countries produced output that threatens devastating effects on the world’s climate
balance. Not only does any possible solution to the climate crisis require collective action, but
many emerging economies would need financial help to participate in the global effort. At the
latest global meeting on climate, the South African delegate presented a demand for an annual
$750 billion aid package to enable the emerging economies to shift away from fossil fuel.
Countries facing the most significant threat from climate change – such as Bangladesh – would
need this type of aid to alleviate the potential threats – like coastal flooding – to large swaths of
their territory. 10
Why should a country like the United States come to others’ aid? There are two potential
approaches, which might call for alternative regulatory measures. We may conceptualize one as
the “utilitarian-based approach” and the other as the “moral rights-based.” A utilitarian-based
approach would require the United States to assist other countries only to the extent necessary to
contain the pandemic and protect our own public health and economic needs. Theoretically, this
would not require granting more aid than is necessary to protect domestic interests. Specifically,
its purpose would be the protection of domestic industries threatened by the pandemic. Say, for
example, that a foreign nation has a low domestic per capita GDP with citizens who do not
engage in substantial travel. The U.S. tourism industry, and its economic interests generally,
would not be affected by high infection rates in that State. A less costly solution would be to ban
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entry by its citizens or to require more stringent heath vetting requirements such as testing on
arrival or quarantine; those likely would be functionally equivalent to a ban.
The moral rights-based approach would, on the other hand, be driven by principles of
international solidarity. It would take a global approach that recognizes a common threat and
allocates resources as best as possible to have an equitably distributed vaccination or other
response to the pandemic. This approach would be more consistent with the history of
globalization and more remedial of historical inequalities associated with colonization and its
aftermath. As explained above, globalization has, in its various phases of evolution, created a
highly integrated international market that functions remarkably like individual domestic markets
with the essential distinction that, despite the convergence of international regulations, domestic
actors retain the power to legislate in essential areas of economic life. This blurring of
boundaries coupled with the explosion of economic activities are the root causes of crises
associated with climate change and public health.
Identifying the losers and winners in the last 70 years of globalization is the subject of a
highly complex, longstanding international debate.11 What is beyond debate is that no clear
answer will ever emerge. Did trade truly help lift the poor in the developing world? Did the
waning middle class of the West, who has fueled the nationalist winds that elected Donald
Trump and others, lose more to trade to justify a return to protectionism? Should emerging
economies be asked to pay for environmental protection and resource conservation when
industrialization in the West destroyed forests, relied on slave and other oppressed labor, and
created a systemic advantage? These are just a few of the exceptionally sensitive and thorny
geopolitical and historical questions that we face. The advantage of an equitable, moral rights-
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based approach is that it recognizes that the globalization enterprise has generated significant
harm to large groups, especially in the industrialized nations, in addition to creating an
unprecedent amount of global wealth and resources. Furthermore, an approach which takes
allocation of wealth as we have it and imposes responsibilities accordingly is more just than one
focused upon preserving entrenched interest.
This equitable, moral-rights based approach is that which the recent White House
COVID-19 Summit, held in September 2021, adopted. President Biden gathered more than 100
world leaders from governments and 100 leaders from the private sector, non-governmental
organizations, and other stakeholders. The ethos of the Summit was squarely focused on a
collective response viewing the global pandemic as a single crisis concerning all. In addition to
financial resources, the Summit tackled both domestic and international regulatory concerns to
remove obstacles to a global response.12
President Biden announced bold new commitments from the United States to supply an
additional 500 million doses of Pfizer vaccine that will be shipped by this time next year,
bringing the U.S. total commitment of donated vaccines to over 1.1 billion. He also announced
that the United States is stepping up efforts to get shots into arms and boost global
manufacturing.13 He encouraged countries to join the United States in upholding a set of
principles to ensure we can fulfill our collective global commitments for equitable global
distribution of safe and effective WHO Emergency Use Listed-authorized COVID-19 vaccines.14
Those principles include: committing to donate, rather than to sell, doses to low- and lower-
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middle-income countries with no political strings attached; to support COVAX as the main
mechanism for sharing WHO-authorized vaccines; to fight vaccine disinformation; to exercise
transparency; to build public trust; to work toward common goals and targets to measure
progress and to hold ourselves and each accountable.15 The President acknowledged the Quad
partnership to help boost the global vaccine supply by producing at least 1 billion vaccine doses
in India by the end of 2022.16 Additionally, the President pledged U.S. financing to help
strengthen manufacturing in South Africa to produce more than 500 million J&J doses in Africa
for Africa by next year.17
President Biden also highlighted the logistical challenge of getting those vaccines into
people's arms, and he called on all participants to significantly step up investments in this area.
He announced a commitment of an additional $370 million to support global vaccine readiness
and delivery, and committed more than $380 million in assistance for Gavi, The Vaccine
Alliance, to provide risk insurance to facilitate the shipment of vaccines to nine countries across
three continents. In addition, he called on countries, vaccine manufacturers, and other partners to
expand global and regional vaccine manufacturing capacity and enhance transparency to make
vaccine production and distribution more predictable and coordinated. He emphasized that the
United States is working with partner nations and manufacturers to increase their production
capacity and make safe and highly effective vaccines in their own countries.18
The President further underscored the importance of saving lives now, without delay, and
noted the United States is providing nearly $1.4 billion to reduce COVID-19 deaths and mitigate
transmission through bulk oxygen support, expanded testing, strengthening healthcare systems
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and more. President Biden emphasized U.S. support for establishing a global health security
financing mechanism to prepare for the next pandemic, which Vice President Harris detailed
later in the Summit. He closed the meeting by calling on leaders to set targets that require us to
aim high, follow through on our commitments, and hold each other accountable to end the
pandemic and advance health security for all.19
The President called for a whole of society response, with an ask for the private sector,
country governments, philanthropies, and civil society to take up the U.S. call to action to solve
core challenges toward ending the pandemic and building back better. This included making
vaccinations available to everyone, everywhere; solving the oxygen crisis; financing health
security, and more. Representatives from businesses, foundations, and civil society joined global
leaders at the Summit. Some of those leaders announced coalitions to combine funds, expertise,
and capacity to help achieve specific challenges within each goal, such as addressing the global
oxygen crisis, closing the testing gap, and ensuring vaccines are delivered and administered.20
European Commission President Ursula von der Leyen announced a vaccination
partnership between Europe and the United States with the joint goal of improving access to
vaccine supply Low- and Middle-Income Countries (LMIC) while balancing the constraints to
supply chains. To increase the vaccine supply to LMICs, the EU-US partnership seeks to arrange
funds to help build regional vaccine manufacturing facilities in such countries, thereby
increasing production. The E.U. President also highlighted the recent E.U. initiative that invested
more than €1 billion with partners in Africa and the pharmaceutical sector to transfer mRNA
technology to the continent, starting with central hubs in South Africa, Senegal, and Rwanda.
The President also announced the E.U.'s intention and commitment to share more than 500
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million doses to LMICs by June of the coming year. Along with that commitment, she promised
that every second dose of vaccine produced in Europe would be shipped abroad to LMICs.
Lastly, she pledged that the European Commission, along with the United States and the other
G20 nations, would work cooperatively to create global health security to aid in building a
healthy and secure future prepared to address any unexpected global health crisis that may occur
in the future.21
The President of the Republic of South Africa, Matamela Cyril Ramaphosa, stressed that
if the vaccine targets are not reached and the global vaccine gap is not eliminated, there would be
a significant adverse impact on global health security. He also emphasized the importance of
allowing other nations to manufacture and produce their vaccine supply. He stated that to
complete this task, the World Trade Organization (WTO) must approve the Trade Related
Aspect of Intellectual Property Rights (TRIPS) waiver proposals from South Africa, India, and
other co-sponsors.22 He also brought attention to the African Union’s success in hosting the firstever mRNA tech transfer on the African continent. He urged the union to complete their work in
forming a sustainable plan to support and enable the LMICs to obtain enough technology and
money to allow them to meet their vaccine targets for the nation to meet vaccine targets and get
rid of the vaccine gap. The President also advocated for the idea to establish a global health
security financial intermediary fund, a Global Health Threats Council, and Secretary-General
Guterres’ proposal for a global vaccination plan to prepare for whatever the pandemic brings
their way.23
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The WTO has squarely endorsed this stance. WTO’s Director-General, Dr. Ngozi
Okonjo-Iweala, noted the urgency of preventing more people from dying in developing countries
from the lack of access to lifesaving vaccines and other medical countermeasures. She
emphasized the risk of the pandemic to economic recovery if slow vaccination progress allows
the emergence of even more dangerous variants.24 “Either we converge downwards by allowing
the virus to drag all of us back down,” she stated, or we converge upwards by vaccinating the
world.”25 She noted the centrality of trade in this effort, and she provided the example of the
Pfizer- BioNTech and Moderna vaccines requiring inputs from nineteen countries. She
reiterated the importance of the WTO’s work to reduce export restrictions, address supply
bottlenecks, and smooth regulatory obstacles. She called on the industry to donate doses and
swap contracts so that COVAX and less advantaged countries could move up in the queue and
receive supplies for distribution.26 She urged leaders to find pragmatic compromises on
intellectual property rules for COVID-19 vaccines, therapeutics, and diagnostics. She
underscored the need for cooperative action to ensure a stable, predictable, and fair multilateral
trading system.27
Adopting effective measures may be done consistent with domestic U.S. law. Article 1,
Section 8, Clause 3 of the U.S. Constitution, dubbed “The Commerce Clause,” gives Congress
the power to “regulate Commerce… among the Several States.”28 The Supreme Court’s
Commerce Clause jurisprudence has enabled Congress to implement drug labeling, child labor
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regulations, and laws mitigating gender-motivated violence across the States.29 The Court has
held that government may impose federal quarantine and vaccination mandates as public health
threats can be viewed as a danger to the economy’s success.30 This holding is especially feasible
when one considers how the real GDP plummeted 31.4% during the second quarter of 2020 due
to the pandemic.31
Similarly, the Supreme Court has previously set a precedent of waiving individual rights
in favor of the greater good. In the landmark case of Jacobson v. Massachusetts, Henning
Jacobson claimed he had suffered adverse consequences related to a previous vaccination and
challenged the smallpox vaccine mandate of Cambridge, Massachusetts.32 He argued that it
violated his personal liberty under the Fourteenth Amendment. The Court upheld the city’s
mandate 7-2, with Justice John Marshall Harlan stating, “a community has the right to protect
itself against an endemic of a disease which threatens the safety of its members.”33
There are also precedents upholding government-ordered compulsory licensing in the
public’s best interest. In Hybritech, Inc. v. Monoclonal Antibodies, Inc., the federal court ruled
that Monoclonal Antibodies, Inc. would be allowed to infringe upon Hybritech’s cancer
diagnostic kits on the ground that the monoclonal antibodies technology is of great value to
public health. While the district court had initially ruled that Hybritech’s patent was invalid, the
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federal court cited substantial government interest in the science after Hybritech appealed the
district’s ruling.34
A similar ruling occurred in Bard Peripheral Vascular, Inc. v. W.L. Gore & Associates,
Inc. Bard Peripheral Vascular sued W.L. Gore & Associates for surgeons’ use of third-party
products that infringed on their unique cardiovascular patches. The court ruled that surgeons
were well within their right to do so, stating that “[p]lacing infringing products out of reach of
the surgeons who rely on them would only work to deny many sick patients a full range of
clinically effective and potentially life-saving treatments.”35
In cases where the government waives these patent rights, the pharmaceutical companies
may have the right to sue the government for their losses.36 However, under the cases cited
above, the Federal government may provide for a broad immunity that would shelter compulsory
licensing. That is why a waiver, properly transposed into domestic law, is essential. Médecins
Sans Frontières (“MSF”)37 has continually “urged the small number of governments that
continue to block a landmark waiver on intellectual property (“I.P.”) during the pandemic to
immediately reverse their obstructive tactics and allow formal negotiations at the WTO [World
Trade Organization] to start.”38 When a waiver agreement is reached, countries will have the
opportunity to produce drugs and vaccines, focusing at this time on the Covid-19 vaccine, in
larger quantities and at lower prices.
It is important to note that, at the height of the AIDS epidemic in 2001, the WTO
specified that states have the right to “grant compulsory licenses” when it concerns public
34
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health.39 The WTO provided this flexibility to address domestic health issues within sovereign
nations rather than address the use of patents across borders during public health crises. This
guidance was issued after the U.S. had withdrawn its complaint against Brazil challenging that
country’s use of compulsory licensing to acquire AIDS treatment drugs manufactured in the
U.S.40
Currently, the U.S. has one of the highest COVID-19 vaccination rates in the world. This
rate mirrors America’s distributional progress of ARV drugs during the height of the AIDS
epidemic compared to the developing world. Despite Africa’s dire need for ARV drugs, many
organizations resisted distribution to African countries because it was too expensive.41 Change
did not occur until the influential case in South African high court, Pharmaceutical
Manufacturers Association of South Africa v. South Africa, challenged a South African law that
allowed the importation of cheaper generic ARV drugs without permission from patent holders.42
The companies raised this concern while South Africa conducted an overhaul of its
pharmaceutical regulations, which aimed to make it easier to acquire and manufacture certain
drugs.43 The association attempted to circumvent these new regulations through legal loopholes
but quickly realized they would only lose more money by pursuing this action.44 Thus, the
lawsuit caused outrage amongst AIDS activists, and the bad publicity eventually led the
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companies to drop the suit, establishing a precedent for the global public favoring the right to
affordable healthcare over intellectual property rights.45
Correspondingly, around the same time, another case appeared in a Thai court that
waived manufacturers’ rights in favor of accessible healthcare. AIDS Access Foundation, et al. v.
Bristol Myers-Squibb, et al. saw the Court striking down Bristol Myers-Squibb’s claim to a more
generalized patent on ARV medication.46 This decision allowed for the production and
distribution of a generic, low-cost ARV drug in Thailand.47 Most notably, the case prompted the
WTO to proclaim, at its 2001 Fourth Ministerial Conference, that “the treatment of life and the
health of the human is of the most [importance] than any other property.”48
Such jurisprudence could be a strong indicator that large pharmaceutical companies will
be unable to protect their COVID-19 vaccination patents on the world stage. However, these
companies might still be able to safeguard their intellectual property rights by offering
distribution of their drugs to developing countries for free, like in Pharmaceutical Manufacturers
Association of South Africa v. South Africa.49 This type of distribution may be the prospective
course for big pharma as it faces increased demands for globally accessible COVID-19
vaccinations. It would make intellectual property right waivers moot, in addition to saving
companies money through the long-term protection of their patents. Additionally, the U.S.
government may continue to provide a saving grace for the pharmaceutical industry by agreeing
to purchase 500 million doses of Pfizer-BioNTech’s COVID-19 vaccine at a not-for-profit price
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for donation to the “poorest nations.” The U.S. government, acting as a middleman, thereby
allows the pharmaceutical companies to maintain their patent rights.50
Regardless of pharmaceutical companies’ patent rights being protected or waived, some
poorer countries will still not have access to the vaccine. This lack of access is because
developing countries lack the capacity to produce the vaccine and depend on generic middlemen
to offer and import the vaccine or other vital drugs. Many generic drug companies, such as Endo
International, exist to take advantage of these situations. Endo International, and similar generic
drug companies, create a whole new issue of concern for major biotechnology companies, such
as Pfizer, who may not have an issue distributing vaccines to poorer regions but do have an issue
with middlemen benefitting from their patents. Such situations could be the strongest motivator
for biotechnology companies to distribute vaccines themselves.51
To accomplish these objectives and put in place an institutional structure capable of
facing future challenges, a system capable of facilitating and implementing global collaboration
not only among States but with international organizations and the private sector must be
established. One of the authors has long advocated the creation of a Trade Council, comprised of
government representatives drawn from the fields concerned with a particular issue, here public
health.52 That Trade Council would be the clearinghouse for considering and administering the
complex issues that the COVID-19 Summit raised. Private actors53 and governments are
showing an unprecedented willingness to establish such a structure. Now is the time to act, not
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only for the present but also to transcend the pandemic's tragedy and achieve a long-lasting habit
and system of global collaboration.
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ABSTRACT
Artificial intelligence, bribery and corruption, climate change, corporate ethics, data breaches,
diversity, free speech, impact of smartphones on youth (and former youth), innovation, and privacy; these
are all issues that require today’s businesses to provide leadership and successful management. Ethics and
examples of corporate bad behavior dominate the news and our culture during recent years, from the
creation of fake accounts at Wells Fargo, privacy issues at Facebook (now Meta), to sexual harassment at
Fox News, to the improprieties at Uber, or the deadly ignition switch issues at General Motors. The tenbillion-dollar fraud that was the healthcare and life-science company Theranos, Inc., loss of personal
privacy as a result of corporate action or inaction, or the numerous examples of social media bad behavior
such as cyberbullying are examples of challenges to ethics and values in an age of rapid technological
advances.
Discovering, using, and refining a personal ethical framework is likely
to be a lifelong process, influenced by various experiences. Developing such aframework is also
important when considering the new technological innovations developed in the last few decades. From a
classroom perspective, most traditional college students have grown up with technological innovations,
some of which present ethical issues for users. Thus, developing a framework for teaching ethics in the
context of technological innovations seems relevant and timely. We present introductory remarks to start
building a foundation about how individuals might start to think about our ethics and values and examine
those shown by the actions and behavior of others, particularly in a business or workplace setting.
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BEGINNING TO THINK ABOUT ETHICS AND
VALUES IN AN AGE OF TECHNOLOGICAL CHANGE
I. INTRODUCTION
Privacy, free speech, data breaches, impact of smart phones on youth (and former youth),
innovation, and artificial intelligence; these are all technological issues that require today’s
businesses to provide leadership and successful management.1 Carnegie Mellon business school
professor Leanne Meyer states, “Up until now, business leaders were largely responsible for
delivering products. Now, shareholders are looking to corporate leaders to make statements on
what would traditionally have been social justice or moral issues.”2 Ethics and examples of
corporate bad behavior dominate the news and our culture during recent years, from the creation
of fake accounts at Wells Fargo, to sexual harassment at Fox News, to the improprieties at
Uber,3 or the deadly ignition switch issues at General Motors.4 The ten-billion-dollar fraud that
was the healthcare and life- science company Theranos, Inc.,5 loss of personal privacy as a result
of corporate action or inaction,6 or the numerous examples of social media bad behavior such as
cyberbullying7 are examples of challenges to ethics and values in an age of rapid technological

1

Phillip M. Nichols, Bribing the Machine: Protecting the Integrity of Algorithms as the Revolution Begins, 56 AM.
BUS. L.J. 771 (2019); Patricia S. Abril, Avner Levin & Alissa Del Riego, Blurred Boundaries: Social Media Privacy
and the Twenty-First-Century Employee, 49 AM. BUS. L.J. 63 (2012); Corey A. Ciocchetti, The Eavesdropping
Employer: A Twenty-FirstCentury Framework for Employee Monitoring, 48 AM. BUS. L.J. 285 (2011); Jacob
Kreutzer, Somebody Has to Pay: Products Liability for Spyware, 45 AM. BUS. L.J. 61 (2008); Scott J. Shackelford,
Amanda Craig & Janine Hiller, Proactive Cybersecurity: AComparative Industry and Regulatory Analysis, 52 AM.
BUS. L.J. 721 (2015).
2
David Gelles & Claire C. Miller, Schools Teach M.B.A.s Perils of ‘Bro’ Ethos, N.Y. TIMES,Dec. 26, 2017, at A1.
3
Id.; see also David F. Larcker & Brian Tayan, Governance Gone Wild: Epic Misbehavior at UberTechnologies,
Stan. U. Ctr. Corp. Governance (2017); Abbey Stemler, Joshua E. Perry & Todd Haugh, The Code of the Platform,
54 GA. L. REV. 605 (2020).
4

See Marianne M. Jennings & Lawrence J. Trautman, Ethical Culture and Legal Liability: The GM Switch Crisis
and Lessons in Governance, 22 B.U. J. SCI. & TECH. L. 187 (2016).
5
See Renee M. Jones, The Unicorn Governance Trap, 166 U. PA. L. REV. ONLINE (2017).
6
See Kimberly Chin, Quest Diagnostics Hit by Breach, WALL ST. J., June 4, 2019, at B3.
7
See David Brooks, Opinion, When Trolls And Crybullies Rule the Earth: How Technology Shapes Consciousness,
N.Y. TIMES (May 30, 2019), https://www.nytimes.com/2019/05/30/opinion/online-trolling-empathy.html.

18

advances.
Discovering, using, and refining a personal ethical framework is likely to be a lifelong
process, influenced by various experiences. Developing such aframework is also important when
considering the new technological innovations developed in the last few decades. From a
classroom perspective, most traditional college students have grown up with technological
innovations, some of which present ethical issues for users. Thus, developing a framework for
teaching ethics in the context of technological innovations seems relevant and timely. We present
introductory remarks to start building a foundation about how individuals might start to think
about our ethics and values and examine those shown by the actions and behavior of others,
particularly in a business or workplace setting.
Every semester when we begin to think about teaching our courses (even those we have
taught many times before) we each ask ourselves some version of: what’s new—what really
matters in the lives of my students and how can we optimize the precious small amount of time
we have together to provide the greatest amount of thinking and have the most productive,
enjoyable experience—an experience that helps to provide answers to problems that may not
arise for many years to come? Our goal is to make our classrooms rewarding, exciting, and
relevant learning environments, where all involved cannot wait untilthe next opportunity to learn
from and stretch the way we think about our world and our place within it.8 The role of a
professor, from our perspective, is that of a coach (assisting all to find a way to achieve their best

8

See Joan T.A. Gabel, Editor’s Corner: Law and Ethics in the Business School, 42 AM. BUS. L.J. (2005); Steven
R. Salbu, Law and Ethics, 38 AM. BUS. L.J. 209 (2001); Don Mayer, Community,Business Ethics, and Global
Capitalism, 38 AM. BUS. L.J. 215 (2001).
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performance) rather than that of a referee (here to penalize for infractions). This Article humbly
relies upon and builds on the work and many years of experience of such ethical scholars as:
Dan Ariely, Max Bazerman, Lucien Dhooge, Timothy Fort, Francesca Gino, Edward Freeman,
Marianne Jennings, Robert Prentice, Ann Tenbrunsel, Ting Zhang, and many others.
Our Article proceeds in five sections as follows. First, we begin with an examination of
the accelerating rate of technological change, its impact on our culture, business environment,
and likely influence on one’s future ethical behavior. Second, we ask: (1) why study business
ethics and values and (2) how does this relate to one’s future? Third, we take a brief look at
several theories of moral development. These theories have broad foundations from such diverse
areas of thought spanning the humanities (moral philosophy) to the social sciences (cognitive
psychology). Fourth, we apply analytical frameworks to assist in thinking about several
contemporary ethical issues in technology within a business context. Fifth, we look at artificial
intelligence (AI); social media; data breaches and privacy issues. We believe our Article
contributes to the literature by providing a pedagogical resource to introduce the subject of
business ethics in technology.

II.

IMPACT OF ACCELERATING RATE OF TECHNOLOGICAL CHANGE
Thinking about business ethics today will require the use of a different lens than that used
just a few decades ago—certainly different from the world of our parents. A recent survey of
alumni from one of the top thirty international business schools finds “the rapid rate of
technological and digital advance [to be] the biggest challenge for global business leaders.”9

9

Nick Morrison, Rapid Technological Change Is The Biggest Threat To Global Business, FORBES, (Feb. 9, 2017),
https://www.forbes.com/sites/nickmorrison/2017/02/09/donald-trump-is-not-the-biggest-threat-to-globalbusiness/#757f07421b73 (last visited Aug. 10, 2020); see also Joan T.A. Gabel & Nancy R. Mansfield, The
Information Revolution and Its Impact on the Employment Relationship: An Analysis of the Cyberspace Workplace,
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Roland Siegers, executive director of CEMS alliance (previously known as the Community of
European Management Schools) believes the challenge of staying on top of technological issues
such as “automation, harnessing big data, emerging technologies and cyber security—will pose
significant challenges for future leaders, including our own graduates, and will add a whole
new layer of complexity as they try to stay ahead of competitors and innovate.”10
Today’s technological revolution, brought about during recent years due towidespread
availability of the Internet (just before year 2000) and rapid growth in computer chip processing
speed--- along with the declining cost of processing capacity, may prove to be as significant for
humanity as the impact of the Guttenberg press in the time of Leonardo da Vinci.11 In just the
last few years:
[T]he flows of knowledge, new ideas, medical advice, innovation, insults,
rumors, collaboration, matchmaking, lending, banking, trading, friendshipforging, commerce, and learning now circulate globally at a speed and breadth
we have never seen before. These digital flows carry the energy, services and
tools of the supernova all across the world, where anyone can plug into them to
power a new business, participate in the global debate, acquire a new skill, or
export their latest product or hobby.12
Consider how different our lives are today because of the availability and our use of the
Internet. Our business and social interactions are dominated by technological companies such as
Amazon (1994),13 Google (1998),14 PayPal (1998),15 Skype (2003),16 Facebook (2004),17
40 AM. BUS. L.J. 301 (2003).
10

Morrison, supra note 9; see also Gabel & Mansfield, supra note 9.
See WALTER ISAACSON, LEONARDO DA VINCI (2017).
12
See THOMAS L. FRIEDMAN, THANK YOU FOR BEING LATE 93 (Farrar, Straus & Giroux eds., 2016); see also Apple
Inc., Annual Report (Form 10-K) (Sept. 30, 2017).
13
See Amazon.Com, Inc., Annual Report (Form 10-K) (Dec. 31, 2016).
14
See Lawrence J. Trautman, How Google Perceives Customer Privacy, Cyber, E-commerce, Political and
Regulatory Compliance Risks, 10 WM. & MARY BUS. L. REV. 1 (2018); s e e a l s o Alphabet Inc., Quarterly
Report (Form 10-Q) (Sept. 30, 2017).
15
See PayPal, Registration Statement (Form S-1) (June 12, 2002); See also Lawrence J. Trautman, E-Commerce and
Electronic Payment System Risks: Lessons from PayPal, 17 U.C. DAVIS BUS. L.J. 261 (Spring 2016).
16
See Skype S.à r.l., Registration Statement (Form S-1) (Aug. 9, 2010).
17
See About, FACEBOOK, https://www.facebook.com/pg/facebook/about/?ref=page_internal (lastvisited Aug. 19,
11
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Pandora (2005),18 YouTube (2005),19 Twitter (2006),20 Apple (iPhone in 2007),21 Kindle
(2007),22 Waze (2007),23 Airbnb (2008),24 GitHub (2008),25 Indiegogo (2008),26
Bitcoin, blockchain and virtual currencies (2009),27 Kickstarter (2009),28 Uber (2009),29
Venmo (2009),30 WhatsApp (2009),31 Instagram (2010),32 Pinterest (2010),33 Nest Learning
Thermostat (2011),34 SnapChat (2011),35 Lyft (2012),36 Slack (2013),37 Gene Splice
Technology/CRISPR (2014),38

2018). See also Lawrence J. Trautman, Governance of the Facebook Privacy Crisis, 20 PITT. J. TECH. L. & POL’Y 41
(2020).
18
See Pandora Media, Registration Statement Amendment No. 5 (Form S-1) (Jun. 2, 2011).
19
See YouTube, Inc., Statement (Form D) (Nov. 2, 2005).
20
See Twitter, Inc., Registration Statement (Form S-1) ( Oct. 3, 2013).
21
See Friedman, supra note 12 at 19; see also Peter C. Ormerod & Lawrence J. Trautman, A Descriptive Analysis of
the Fourth Amendment and the Third-Party Doctrine in the Digital Age!, 28 ALB. L.J. SCI. & TECH. 73 (2018).
22
See Friedman, supra note 12 at 19; see also Ormerod & Lawerence, supra note 21.
23
Rip Empson, WTF Is Waze And Why Did Google Just Pay A Billion+ For It?, TECHCRUNCH (Jun. 12, 2013),
https://techcrunch.com/2013/06/11/behind-the-maps-whats-in-a-waze-and-why-did-google-just-pay-a-billion-for-it/.
24
See About Us, AIRBNB, https://www.airbnb.com/about/about-us (last visited Aug. 10, 2020).
25
See About, GITHUB, https://github.com/about/press (last visited Aug. 10, 2020).
26
See About Us, INDIEGOGO, https://www.indiegogo.com/about/our-story (last visited Aug. 10, 2020).
27
See Lawrence J. Trautman, Virtual Currencies: Bitcoin & What Now After Liberty Reserve, Silk Road, and Mt.
Gox?, 20 RICHMOND J. L. & TECH. 13 (2014); Lawrence J. Trautman, Is Disruptive Blockchain Technology the
Future of Financial Services?, 69 CONSUMER FIN. L. Q. RPT. 232 (2016); Lawrence J. Trautman & Alvin
Harrell, Bitcoin Versus Regulated Payment Systems: What Gives?, 38 CARDOZO L. REV. 1041 (2017); Lawrence
J. Trautman & Mason J. Molesky, A Primer for Blockchain, 88(2) UMKC L. REV. 239 (2019); Lawrence J.
Trautman, Virtual Art and Non-fungible Tokens, 50 HOFSTRA L. REV. (forthcoming).
28
See About, KICKSTARTER, https://www.kickstarter.com/about?ref=global-footer (last visited Aug. 10, 2020).
29
See The History of Uber, UBER, https://www.uber.com/newsroom/company-info/ (last visited Aug. 10,2020).
30
See VENMO, https://www.venmo.com/ (last visited Aug. 10, 2020).
31
Parmy Olson, Exclusive: The Rags-To-Riches Tale of How Jan Koum Built WhatsApp Into Facebook’s New $19
Billion Baby, FORBES (Feb. 19, 2014),https://www.forbes.com/sites/parmyolson/2014/02/19/exclusive-inside-storyhow-jan-koum-built-whatsapp-into-facebooks-new-19-billion-baby/?sh=e4791eb2fa19.
32
See About Us, INSTAGRAM, https://about.instagram.com/about-us (last visited Aug. 10, 2020).
33
See Newsroom, PINTEREST, https://about.pinterest.com/en/press/press (last visited Aug. 10, 2020).
34
See David Pogue, A Thermostat That’s Clever, Not Clunky, N. Y. TIMES (November 30, 2011); See also Peter P.
Swire & J. Woo, Privacy and Cybersecurity Lessons at the Intersection of the Internet of Things and Police Bodyworn Cameras, 96 N.C. L. REV. 1475 (2017); Lawrence J. Trautman, Mohammed T. Hussein, Louis Ngamassi &
Mason J. Molesky, Governance of The Internet of Things (IoT), 60 JURIMETRICS 315 (Spring 2020).
35
See Snap Inc., Registration Statement (Form S-1) (Feb. 2, 2017).
36
Matt Lynley, Meet Lyft, A Startup Trying To Change San Francisco’s Decades-Old Transportation System,
BUSINESS INSIDER (Sept. 8, 2012), https://www.businessinsider.com.au/lyft-ride-sharing-john-zimmer-2012-9.
37
See Making Work Simpler, More Pleasant, and More Productive, SLACK,https://slack.com/about (last visited
Aug. 10, 2020).
38
See, e.g., What are genome editing and CRISPR-Cas9?, U.S. NATIONAL LIBRARY OF MEDICINE,
https://ghr.nlm.nih.gov/primer/genomicresearch/genomeediting; GenomeEditing, NIH: NATIONAL HUMAN GENOME
RESEARCH INSTITUTE (May 14, 2018),https://www.genome.gov/27569227/whats-happening-in-genome-editing-
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self-driving cars (2016),39 and HQ Trivia (2017).40 Even the way we find each other and date is
impacted by the Internet with such popular sites as: Badoo,41 Blendr,42 Bumble,43
ChristianMingle,44 DateHookup,45 eHarmony,46 Grindr,47 Happn,48 Jdate,49 Match,50 OK
Cupid,51 Our Time,52 Plenty of Fish,53 Tinder,54 and Zoosk.55 In addition, the widespread
availability and adoption of mobile technologies have great influence on human behavior and
bring novel ethical considerations. Our culture, behavior, ethics, and values have been changed
by these new technological influences. As a result, in less than twenty years our culture and
environment have been altered in ways that we likely do not yet fully understand.

right-now/; DavidCyranoski, CRISPR Gene-Editing Tested in a Person for the First Time, NATURE ( Nov. 15,
2016), http://www.nature.com/news/crispr-gene-editing-tested-in-a-person-for-the-first-time-1.20988; Sara
Reardon, Leukaemia Success Heralds Wave of Gene-Editing Therapies, NATURE (Nov, 5, 2015),
https://www.nature.com/news/leukaemia-success-heralds-wave-of-gene-editing-therapies-1.18737; Heidi Ledford,
Where in the World Could the First CRISPR Baby be Born?, NATURE (Oct.13, 2015),
https://www.nature.com/news/where-in-the-world-could-the-first-crispr-baby-be-born-1.18542.
39
See Gwyn Topham, Look Ma, No Hands: What Will it Mean When All Cars can Drive Themselves?, THE
GUARDIAN (Nov. 25, 2017), https://www.theguardian.com/business/2017/nov/25/autonomous-vehicles-when-allcars-drive-themselves-what-will-it-mean (last viewed Aug. 12, 2020); see also TED Talk, Elon Musk Full
Autonomous Tesla Demonstration, YOUTUBE (May 7, 2017), https://www.youtube.com/watch?v=NcqI76Z4t1A.
40
See HQ TRIVIA, https://apps.apple.com/us/app/hq-trivia/id1232278996 (last visited Aug. 10, 2020).
41
See About, BADOO, https://badoo.com/ (last visited Aug. 10, 2020).
42
See BLENDR, https://blendr.com/ (last visited Aug. 10, 2020).
43
See BUMBLE, https://bumble.com/ (last visited Aug. 10, 2020).
44
See About Us, CHRISTIANMINGLE.COM, https://about.christianmingle.com/en/about-us-en/ (last visited Aug. 10,
2020).
45
See DATEHOOKUP, https://www.datehookup.com/(last visited Aug.10, 2020).
46
See About, EHARMONY, https://www.eharmony.com/about/eharmony/ (last visited Aug. 10,2020).
47
See GRINDR, https://www.grindr.com/ (last visited Aug. 10, 2020).
48
See HAPPN, https://www.happn.com/en/ (last visited Aug. 10, 2020).
49
See JDATE, https://www.jdate.com/en-us (last visited Aug. 10, 2020).
50
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WhwEr5EjtAXxkmIhqPmyrKks4yq-JtXelP1WoIswhoCW5IQAvD_BwE (last visited Aug. 10, 2020).
51
See OKCUPID, https://www.okcupid.com/ (last visited Aug. 10, 2020).
52
See OURTIME, https://www.ourtime.com/?sid=124&afid=GGN1661217130289&st=our%20time&ds=&stype=std
&cid=38540950689&agn=OTCore&cn=g&gclid=Cj0KCQjwquTbBRCSARIsADzW88xTWiVhaNKFyzm_l1kj0wHrCkCBSKI
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According to Thomas L. Friedman, the watershed year of dramatic changeis 2007, when:
The price of sensing, generating, storing, and processing data collapsed just as
the speed of uploading or downloading that datato or from the supernova soared,
and just as Steve Jobs gave the world a mobile device with such an amazingly
easy user interface, Internet connectivity, and rich software applications that a
two- year-old could navigate it.… When all those lines crossed—when
connectivity became fast, free, easy for you, and ubiquitous and when handling
complexity became fast, free, easy for you, and invisible—there was an energy
release into the hands of humans. and machines the likes of which we have
never seen and are only beginning to understand.56
A. So What? How Does This Relate to One’s Future?
Bottom line: why is this important? Recent advances in artificial intelligence, computer
chip processing speed and software result in generally higherproductivity; but, job losses may
result among both blue-collar and white-collar workers.57 Not only are jobs lost but the jobs that
remain are changed – information jobs may be done faster, but that means more potential work
accomplished (think of a lawyer who used to spend all day looking for a case to use in a brief –
now either works on more cases because research goes faster or spends the same amount of time
looking for the “perfect” case because it may be out there and should be “findable” using
technology. Or think about the accountant who used to review paper books and documents –
now can run computer programs that analyze the books – this means more clients and more
audits – which is ultimately more work because you need to get to know the clients just like
always . . . Managers also do not just manage people, but also have to understand the technology
and how it impacts the jobs employees are doing – as well as scheduling and so on. Thomas
Friedman states the following about the present status of work in America:
Ever since the early 1990s, President Bill Clinton and his successors have been
56

See Friedman, supra note 12 at 99.
Id. at 202. See also Mohammed T. Hussein, Lawrence J. Trautman & Reginald Holloway Technology
Employment, Information and Communications in the Digital Age, http://ssrn.com/abstract=3762273.

57
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telling Americans the same old, same old: if you ‘work hard and play by the rules’
you should expect that the American system will deliver you a decent middleclass life and a chance for your children to have a better one. That was true at one
time: just show up, be average, do your job, play by the rules, everything will be
fine… Well, say goodbye to all that.58
Thomas Friedman further observes:
Jobs have always come and gone, thanks to creative destruction. Ifhorses could
have voted there never would have been cars. But thedisruptions do seem to be
coming faster these days, as technological advances keep building on themselves,
taking usfrom one platform to another and touching a wider and wider swath of
the labor market.59
Professor Eric Yordy writes:
I think the biggest “who cares” are that the increase in tech leads to
a) more accountability as unethical behavior is less likely to go unnoticed and b)
the increase in technology allows any issues to bespread further and more often
(think a Tweet with all the reTweets) – in the past a bad act may be reported in a
newspaper and then disappear by the next news cycle – now it may last several
news cycles and is out there forever with easy access for people to find.60
It is this final aspect of the technological changes that we address. Technology may create more
of a paper trail of our activities and a public forum for airing grievances about unethical
behavior. Businesses need to be aware of how their employees think about ethics and how they
will implement their ethical systems in the workplace. We will attempt to explore the relevant
technological changes and how ethics and values are likely to change.61
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Id. at 217.
Id. at 202.
60
See E-mail from Eric D. Yordy, Assoc. Professor of Bus., W.A. Franke Coll. of Bus., to Lawrence J. Trautman,
Assoc. Professor of Bus. L. & Ethics, Prairie View A&M Univ. (Aug. 16, 2018) (on file with authors).
61
See Jeffrey Nesteruk, Commentary: A New Role for Legal Scholarship in Business Ethics, 36 AM. BUS. L. J. 515
(1999); see Daniel T. Ostas, Deconstructing Corporate Social Responsibility: Insights from Legal and Economic
Theory, 38 AM. BUS. L. J. 261, 263-64 (2001).
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III. THEORIES OF MORAL DEVELOPMENT
Psychologists and student affairs professionals have studied cognitive and moral
development for decades. These theories address learning and moral development in many ways.
Psychosocial theories of development focus on identity development.62 Cognitive-Structural
theories address how people process information and typically are “stage” theories where,
regardless of culture, people progress through increasingly complicated processing modes.63 The
moral development theories focus the process and progression approaches on the development of
moral or ethical belief systems. We will focus on this last category of theories in this section.
William Perry developed his theory of Intellectual and Ethical Development in the
1960’s and 1970’s.64 Perry followed 140 college students from Harvard and Radcliffe over a
9 year period.65 In analyzing his results, Perry developed nine positions of cognitive
development which he then grouped in to three categories.66 According to Perry, in the early
stages of development, people begin with a view of the world as absolute – that right and wrong
exist in opposition and that authority figures are the source of the “answer.”67 As they move
through this first group, called Modifying Dualism, they begin to recognize that uncertainty
exists but is a result of experts not yet finding the correct answer.68 As people enter the second
group of positions, known as Realizing of Relativism, they begin to question authority and begin

62

See e.g. Chickering’s Seven Vectors of Identity Development, Josselson’s Theory of Identity Development in
Women, Cross’s Model of Psychological Nigrescence, Helm’s White IdentityDevelopment Model, and D’Augelli’s
Model of Lesbian, Gay, and Bisexual Development as examples.
63
See Belenky, Clinchy, Goldberger, and Tarule’s Women’s Ways of Knowing, Baxter Magolda’s Model of
Epistemological Reflection, and King and Kichener’s Reflective Judgement [sic] Model as examples.
64
Nancy J. Evans, Theories of Student Development, in STUDENT SERVICES: A HANDBOOK FOR THE PROFESSION
174, 175 (3d ed. 1996) (discussing Perry’s theory).
65
Id.
66
Id.
67
Id.
68
Id.
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to analyze arguments and think more critically based in evidence.69 Finally, as people progress to
the final stages, referred to as Commitment in Relativism, people begin to select values to adopt,
and analyze and accept different propositions as truth.70 While Perry’s work is widely regarded
as important, it also has been criticized for focusing solely on upper-middle class white males at
exclusive colleges.71
In contrast to Perry’s scheme, which later was argued as less than effectivefor describing
and predicting cognitive growth in women, Lawrence Kohlberg’s theory of moral development
later was validated on diverse populations.72 While Perry focused on cognitive development
generally (but included moral development), Kohlberg focused more exclusively on how
individuals make decisions that have impacts on themselves and others.73 Like Perry, Kohlberg
classified stages of moral development in to three categories: Preconventional, Conventional,
and Postconventional or Principled.74 At the Preconventional level, decisions are made to earn
rewards or to avoid punishments.75 At theConventional level, decisions are made based on
external criteria, either seeking praise, avoiding criticism, or following externally imposed rules,
such as laws andcodes.76 Finally, at the Postconventional level, the framework for making
decisions evolves to a relational and principled level, where social contracts and principles such
as justice and human dignity are more important than blind obedience to authority.77
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Id.
Id.
71
Id. at 175-76. (Nearly twenty years later, Belenky and colleagues determined that Perry’s scheme did not work for
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76
Id.
77
Id.
70

27

Kohlberg and Perry believed that students began college somewhere in their middle
positions and progressed through to higher levels during the college years. It is not clear whether
they believed that all people achieve their highest position (or sub-position). Some scholars argue
that the hierarchical stage approach to development, espoused by both Perry and Kohlberg, is too
rigid and simple and that people incorporate different Kohlberg levels depending on the
situation. In 2000, for example, Professor James Rest and his colleagues disagreedwith Kohlberg
and posited that moral development was not a stage-like process where one abandoned earlier
modes of thinking and adopted more complex modes, but instead as one progressed, one
incorporated the different approaches to ethics and moral reasoning and could appropriately
select which approach best fit which situation.78 We see the approach in business ethics
textbooks where development and stages are not at issue but the impact of situations and people
are key.79

IV. ANALYTICAL FRAMEWORK
Professor Timothy Fort grounds his ethics textbook, The Vision of the Firm, “in three,
influential, normative frameworks from the field of business ethics itself: Shareholder Theory,
Stakeholder Theory, and Virtue Ethics.”80
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James R. Rest et al., A New-Kohlbergian Approach to Morality Research, 29 NOTRE DAME J. OF MORAL ED., 381,
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A. Shareholder Theory
Professor Andrew Keay describes the system used among jurisdictions following the
American and English legal traditions since the 1970s as ‘“the shareholder primacy theory,’ also
known as ‘shareholder value’ or ‘shareholder wealth maximization.’”81 According to this theory,
companies believe that their only responsibility is to maximize wealth for the shareholders.
Despite recent emphasison corporate social responsibility, the cultural norm in the United States
has been to focus on increasing shareholder profits, subordinating the interests of other
stakeholder groups.82 This focus is sometimes caused by the financial pressureson managers
to maximize company profits by any means possible.83
The adherence to shareholder primacy theory can lead to ethical hazards however.
Professor Keay warns about, “concerns over the ethical basis of… the incentive remuneration
schemes for managers, that are linked to share price performance, may prejudice the ethical
standing [of] managers.”84 Regarding the ethical hazard of shareholder maximization, Robert
Anthony writes:
[T]o use every trick he can think of to keep wages and fringe benefits down, to
extract the last possible dollar fromthe consumer, to sell as low quality
merchandise as he can legally hoodwink the customer into buying, to use
income solely for the benefits[sic] of the stockholder, to disclaim any
responsibility in the community, to finagle the lowest possible price from his
vendors regardless of its effect on them.85
Managing the corporation for the sole benefit of shareholders has been the laser-like focus of
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corporate governance for many years. Indeed, it has long been held in many jurisdictions that
management and boards are not permitted legally to consider actions taken at the expense of
stockholders. UCLA law school professor Stephen M. Bainbridge states, “the directors are obliged to use
their powers toward the end of shareholder wealth maximization, but decisions as to how that end shall be
achieved are vested in the board, not the shareholders.”86 Suggesting a number of proposals too extensive
to cover in this Article, but designed to improve effective shareholder power, Harvard professor Lucien
Bebchuk states, “The shareholder franchise is largely a myth. Shareholders commonly do not have a
viable power to replace the directors of public companies. Electoral challenges are rare, and the risk of
replacement via a proxycontest is extremely low.”87

B. Stakeholder Theory
Society increasingly demands more transparency from corporations for reporting their
nonfinancial risks and environmental and social impacts which directly and indirectly affect
stakeholders.88 Professor R. Edward Freeman describes stakeholder theory as one where
“businesses, and the executives who manage them, actually do and should create value for
customers, suppliers, employees, communities, and financiers (or shareholders). And, that we
need to pay careful attention to how these relationships are managed and how value gets created
for these shareholders.”89 According to Professor Freeman, using ‘“stakeholder’ as a basic unit
of analysis makes it more difficult to ignore matters of ethics.”90 In addition:
By building into the very conceptual framework we use to think about business a
86
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concern with freedom, equality, consequences, decency, shared purpose, and
paying attention to all of the effects of how we create value for each other, we
can make business a human institution, and perhaps remake it in a way that
sustains us.91
Employing a stakeholder analysis is an important ethical decision-making framework
because it forces the decision-maker to focus on multiple interest groups instead of using a profit
only focus. Different stakeholders have different interests. Investors are primarily interested in
profits or return on investment. Consumers are interested in a quality product or service at a fair
price. Governmental entities are interested in compliance with rules and regulations to provide an
order in society. Employees are interested in fair wages and good working conditions.
Communities are interested in companies that hire citizens, pay taxes, and participate in the
community in a positive way. Stakeholders impact business organizations in a crucial way by
“establishing expectationsabout corporate performance; experiencing the effects of corporate
behavior; evaluating the effects of such behavior on their interests; reconciling the effects of
those behaviors with their expectations; and acting upon their interests,expectations, experiences,
and evaluations.”92
There are a number of approaches to teach shareholder and stakeholder theory in the
classroom. Experiential role-playing exercises using current event topics can give students
confidence in their ability to synthesize language and terminology.93 This active learning
approach to teaching increases both student engagement and comprehension. One example is
using the rise of Facebook and the movie The Social Network in a real yet student-friendly
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setting.94 Students can assume various stakeholder roles, investigate the interests of stakeholder
groups, then work together to resolve differences within the stakeholder framework. Students
can then take a shareholder primacy point of view and contrast how issues are resolved using the
shareholders’ point of view.
C. Virtue Ethics
Of the three major theories of normative ethics, virtue ethics uniquely places the person
as the central focus.95 Unlike the deontology’s central focus on rules96 or teleology’s central
focus on consequences,97 virtue ethics is an agency-centric98 moral theory that has a central focus
on the character development of the individual that places practical wisdom and excellence of
action at the core of a moral agent’s development.
The first formulations of virtue ethics come from Aristotle, circa 350 B.C.E., as detailed
in his work NICOMACHEAN ETHICS.99 It is in this work that Aristotle devises a theory of moral
development that is centered on developing virtues and exercising excellence of action and moral
character.100
The foundation of virtue ethics may be as simple as recognition that, “doing good feels
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good.”101 As Professor Robert A. Prentice states, “[a]cting ethically is also a long-term strategy
for success. In many ways, acting ethically is its own reward.”102 For Aristotle, this was the goal
of all action – what was termed in ancient Greek as Eudaimonia, which has been roughly
translated as true happiness or human flourishing.103 “Rather than being fleeting or temporal,
such happiness is real and substantial. It is real in that it is not fictitious; not imaginary; [but]
true; genuine. It is substantial in that it pertains to the substance or essence of what it means to be
fully human.” 104
A critical component of the moral development and pursuit of happinessin virtue ethics
is the concept of the golden mean.105 Any normative analysis of a moral agent’s actions can be
evaluated on a continuum where the extreme of deficiency on one side and the extreme of excess
on the other destroy excellence of action. For example, Aristotle examines the virtue of courage
and its excess of recklessness and its deficiency of cowardliness.
Some have unfairly accused virtue ethics of being a middling normative theory of moral
compromise and moderation. Yet, a careful study of this approachreveals a more nuanced
normative theory. Where the golden mean resides is situationally bound as it depends on the
individual and the circumstances. For example, if one were to see an assault on the subway in
New York city, one’s actions as a moral agent would be informed by one’s size, abilities,
presence of weapons, the ability of the victim to ably defend him or herself, and many other
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factors. What might be courage to one, may be rashness to another, and cowardiceto a third.
Considering the impact technology has had on the commodification of everything
including identity, privacy, and relationships, a normative theory that refocuses on the individual
has the potential to recast agency in light of rapid technological innovation, the development of
artificial intelligence, and the transition to a primarily knowledge-based economy.

V. THINKING ABOUT ETHICS AND VALUES
A discussion of all contemporary ethical issues in technology deserving attention is
beyond the scope of this Article. However, an initial step in our discussionabout ethics and
values in technology will start with a brief look at just a few topics: artificial intelligence (AI);
social media; and data breaches.
A. Artificial Intelligence (AI)
Professor Ryan Calo writes, “The field of artificial intelligence itself dates back atleast to
the 1950s, when John McCarthy and others coined the term one summerat Dartmouth College,
and the concepts underlying AI go back generations earlier to the ideas of Charles Babbage, Ada
Lovelace, and Alan Turing.”106 Mathew Scherer observes, “Artificial intelligence (‘AI’)
permeates our lives in numerous subtle and not-so-subtle ways, performing tasks that, until quite
recently, could only be performed by a human with specialized knowledge, expensive training,
or a government-issued license.”107 For example:
Driverless cars have been approved for road operation in four states and the
District of Columbia; their inevitable arrival on the consumer market may
revolutionize road transportation. Autonomous machines can execute complex
financial transactions,flag potential terrorists using facial recognition software,
and (most alarmingly for this author and his legal contemporaries) perform
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document review. More mundanely, computer chess engines can defeat the
strongest human players in the world, and Google Translate can generate passable
English translations of Le Monde articles. In fact, “robot journalists” may even
have written the Le Monde articles themselves.108
AI is an area where different countries could work separately to establish regulatory guidelines.
Just as we experience cultural differences in other types of business relationships, answers to
questions about how AI addresses ethical issuesvary across cultures as well.
B. Social Media
The following social media ethical issues are mentioned often by students and scholars as
having potential for negative impact on society: business privacy issues;109 child pornography;110
consumer privacy;111 copyright infringement;112 criminal activities;113 cyberbullying; facial
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recognition privacy issues with Facebook and Google;114 government use of social media;115
hiring issues; impacton very young people; marketing; misrepresentation; on the job use of social
media;116 political process negative implications; professionals acting unethically;revenge porn;
sexting; unethical company social media activity;117 and workplace considerations.118
Social media ethical issues commonly identified as having potential for positive impact
on society include: assistance with academic research; dating and other personal relationship
communication benefits; health related benefits; transparency of law enforcement activities; and
assistance to social movements.119 Facebook sold data to companies that were trying to
influence the 2016 U.S. Presidential election.120 In addition, it sold political ads to foreign
entities without disclosing the purchasers. It could be argued that Facebook approached this issue
from a shareholder perspective, narrowly deciding to maximize the interests of its shareholders.
A stakeholder approach would have considered the interests of the account holders whose
data was sold, as well as the consumers who were led to believe that the foreign ads were
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legitimate sources of information. As a result of Facebook’s narrower shareholder view, many
consumers closed their accountsand Facebook CEO Mark Zuckerburg has had to defend the
company’s actions to Congress and European Union regulators.121 In this particular case, taking
a broader Stakeholder approach to these ethical issues may have saved the companytroubles in
the long run.
C. Data Breaches and Privacy
Privacy is one area where countries and cultures have divergent views about technology and
ethics.122 The United States has no comprehensive statutory privacy regime but instead relies on several
different sets of privacy laws including healthcare information (HIPAA), 123 educational information
(FERPA),124 and financial information (Gramm-Leach-Bliley).125 In addition, businesses and individuals
may be subject to divergent state laws as well.126 Several U.S. states have passed privacy laws that are
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more restrictive than those listed at the federal level. On an international level, the European Union
recently passed the General Data Protection Regulation (GDPR), which is morecomprehensive and
consumer-oriented than U.S. privacy laws.127 However, China prioritizes the interest of the

government over the personal privacy of its people. China already uses algorithmic systems and
facial recognition to monitor consumer behavior in purchases, travel and social media. This data
is used to generate a “social score” which would allow or deny access to certain privileges for
citizens.128
Imagine how these legal and cultural differences in the use of data and privacy
protections impact ethical decision making.129 Using a shareholder approach would allow
companies to use consumer data at will to maximizeshareholder value. However, within the
context of the global economy and the massive collection of consumer data by large companies,
it could be difficult to amass global data and still comply with different national standards for
data and privacy protection. When Google collects Google Shopping data from consumers,it is
possible that it could be legally collected from consumers in the United Statesand China, yet
illegal in the European Union.130 A shareholder approach would encourage Google to collect as
much as possible to increase profits.
A stakeholder approach would adopt a broader view and also consider theinterests of
consumers, who might object to additional use their data. Government
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entities have an interest in regulatory compliance, which creates an additional level of
complexity for companies since there are variances in regulatory privacyschemes. The narrow
shareholder approach no longer provides the value it did inthe early years of corporate existence.
In this age of technological advances, the broader Stakeholder approach is the better course of
action to ensure that companies are considering broader issues and groups of people.

VI. CONCLUSION:
Examples of ethical lapses, bribery and corruption abound in our daily lives. Rapid
technological change and the anonymous nature of many social media platforms have increased
the propensity for: cyberbullying; revenge porn; unethical company social media activity; and
other anti-social and perhaps illegal online employee activities. New technological challenges
presented to society and business leaders include: artificial intelligence (AI); social media; and
data breaches and privacy issues. Hopefully, this Article contributes to the literature byproviding
a pedagogical resource to introduce the subject of business ethics in technology.
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The Implications of the Court of Appeal’s Arthrex v. Smith Decision on Business
Innovation; Supreme Court Review
Jessica Buchmann1
ABSTRACT
Protecting intellectual property is essential to economic growth. Research and
development allow a company to create new designs, products, and technologies, while
generating a competitive edge over its competitors. Obtaining a patent allows a company to
protect their innovations while also realizing income from their innovations. However, obtaining
a patent can be a complex and daunting task, yet, roughly 2,000 patent-infringement claims are
filed per year2, and are estimated to cost United States’ companies roughly $200 and $250
billion, per year.3 This note discusses the duty of the United States Patent and Trademark Office,
as well as the responsibilities and authority statutorily prescribed to the Administrative Patent
Judges, as well as the impact of those responsibilities on innovators intellectual property.
I.

INTRODUCTION
Businesses around the world rely on intellectual property. Intellectual property refers to

the legal protections afforded to creations of the mind; for businesses, intellectual property
produces economic benefits, generates income, creates competitive advantages, and even
produces risk. Patented information can be highly beneficial to researchers and directly correlate
advancements in technology. Recently, a Court of Appeals held that the Administrative Patent
Judges (“APJ”) who oversee appeals at the Patent and Trademark Appeals Board (“PTAB”) are
Principal Officers and required that they be appointed by the President with the advice and
consent of the Senate. Because the APJ’s were appointed in violation of the Appointments
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Clause, the Court attempted to remedy the situation by severing the Judge’s tenure, to classify
them as inferior officers. However, the implications of the Court’s decision adversely impacted a
wide array of innovators by creating the possibility that these Judges might not have had the
authority to render previous patents patentable. Ultimately, the Court of Appeals decision
allowed previous infringers to bring a constitutional claim challenging a Judge’s determination
of patentability causing an outcry among the intellectual property community.
The United States Supreme Court granted certiorari to determine whether the APJ’s are
principal officers requiring appointment, and if so, whether the Court of Appeal’s remedy
severing tenure was appropriate and sufficient to cure the constitutional violation.
II.

BACKGROUND
A. THE ARTHREX DECISION
Arthrex, Inc. (“Arthrex”) is in the business of manufacturing and selling medical devices,

typically used for orthopedic surgery.4 As a leader in new product development, the Company
holds approximately three hundred patents for inventions that are fully developed or patentpending, and produces 1,000 new products and procedures per year.5
Protecting intellectual property creates a competitive advantage for innovators and
corporations in the marketplace of ideas. As James Madison wrote in the Federalist Papers,
power "to promote the progress of science and useful arts, by securing, for a limited time, to
authors and inventors, the exclusive right to their respective writings and discoveries… would be
in the public good.”6 Protecting innovation has proven beneficial for public good, as innovation
generates revenue and economic growth. The Department of Commerce estimates the country’s
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most IP-intensive industries provide 40 million, or 27.7 percent, of all U.S. jobs.7 In 2011, the
DOC estimated that intellectual property infringement costs domestic companies between $200
and $250 billion, per year.8
Ultimately, innovation is critical to the United States economy, and protecting innovation
has proven high value since the Country’s founding. However, patent infringement is more
common than one might perceive; each year, more than two thousand patent infringement cases
are filed.9 Those who infringe on patented devices normally challenge the patentability of a
design, forcing the PTAB to consider whether the examiner incorrectly approved the patent
application.10 The Appeals Board was faced with this exact circumstance, when Arthrex sued
Smith & Nephew, Inc. and Arthrocare, Corp. (collectively “Smith,”) in the District Court for the
Eastern District of Texas claiming infringement.11 The parties are competitors in the orthopedic
business and given the relatively small industry and availability of literature relating to patented
inventions, Arthrex alleged that Smith intentionally infringed on five categories of its patented
technologies.12 The District Court ruled in favor of Arthrex, which led the parties to settle.13
Despite the agreement to settle the infringement claims, Smith later filed an inter partes
review with the PTAB; inter partes review challenges the patentability of the technology,
alleging that the innovation failed to meet patent application requirements, like useful and novel,
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and claims the innovation was wrongfully issued a patent.14 The Review is similar to a judicial
proceeding that questions an agency determination, and requires an initial request fee of at least
$23,000.15 Once granted, a panel of three USPTO members convenes to hear the matter. The
petitioner bears the burden of proving unpatentability by a preponderance of the evidence, and
the process requires a final decision within one year, absent an extension for good cause.16 Smith
alleged that Patent Number 907 (hereinafter “Patent 907,”), a knotless suture assembly, was
unpatentable as a prior art17 because a prior inventor had received a patent for an innovation that
identically described the technology claimed in Patent 907.18 The Panel agreed and found that
Arthrex’s design was unpatentable.19
Following the determination by the APJ’s, Arthrex appealed the determination to the
Court of Appeals for the Federal Circuit, raising a constitutional issue for the first time.20 Arthrex
argued that the appointment of the administrative patent judges who sat on the panel, violated the
Appointment Clause, which requires Presidential appointment of officers of the United States,
because the APJs were not Presidentially appointed.21
B. THE PATENT PROCESS
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The United States Patents and Trademark Office (“USPTO”) is an agency within the
Department of Commerce that grants patents and registers trademarks to protect the innovation
and creativity of inventors and businesses, while also seeking to protect our nation's economy
and innovation.22 USPTO advises the President and the Department of Commerce on all matters
relating to intellectual property; serving both national and international businesses.23 When
USPTO approves a patent, the inventor is granted a property right in the invention, typically for a
twenty year period, and others can no longer make, use, or sell that specific invention without
first obtaining a license from the inventor.24
Despite the benefits of a patent and their recurring presence in business and innovation,
obtaining a patent can be a daunting task. USPTO receives nearly half a million patent
applications per year, from both foreign and domestic organizations.25 In 2019, roughly one half
of patent applications were granted.26 The process for applying for a patent is regulated by the
United States Code. To begin the process the inventor must determine whether their creation is
patentable. An invention may protect a particular process in manufacturing or a particular
machinery, but it cannot be some abstract idea or artistic work, and it must be useful, novel, and
nonobvious.27 One of the most commonly known patented inventions was Thomas Edison’s
electric lightbulb, which received a patent in 1878.28
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After completing the initial application, the applicant will undergo ‘patent prosecution’
which involves submitting the application to USPTO for review by a patent examiner.29 USPTO
employs more than seven thousand examiners to review applications, an increase of 183% since
2002.30 The application will include a description that should enable an individual to use the
invention, known as the “enablement requirement,”31 a written description of the invention,
known as the “written description requirement,”32 and must describe the patent, in a way that is
definitively stated with clear boundaries and the best mode for using the invention.33 An
application should include drawings of the design, an oath regarding the application’s
truthfulness, application fees, and correspondence between the applicant and the patent office.34
USPTO normally requires black and white photos with multiple viewpoints.35 Due to the legal
and technical procedure, USPTO recommends that the applicant hire an experienced patent
attorney to assist with the application process; resulting in a patent application fee, as well as
attorney fees.36
After the application is received and examined, the examiner will either deny or accept
the patent. If the patent is accepted, the inventor is issued a patent number and is able to exclude
others from using the invention.37 If the examiner rejects the application and the rejection is
29
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made final or the examiner has rejected the patent twice, after an additional review, the applicant
can seek review of the determination from the Patent Trial and Appeal Board, which consists of
the USPTO Director, Deputy Director, and administrative patent judges.38 In addition to hearing
applicant appeals, the Patent Trial and Appeal Board has been vested with the jurisdiction to hear
review of reexamination, inter partes reviews, and derivative litigation resulting from its
decisions.39 USPTO employs approximately 265 administrative patent judges.40 Typically, a
three-judge panel will hear an applicant’s appeal to determine whether the patent was wrongfully
rejected.41 Like the application process, the appeal process can be burdensome; the process
contains several time-sensitive, and costly steps, and allows the applicant to submit legal briefs
to justify their application and present their case orally in front of the board.42 The Patent Trial
and Appeal Board hears a continuously-growing number of cases, playing the crucial role of
determining whether an invention becomes a protected property right that others cannot use.43
C. THE COURT & INNOVATORS RESPONSE TO ARTHREX’S
CONSTITUTIONAL CHALLENGE
As mentioned, protecting intellectual property is critical to the success of any business.
The Court of Appeals for the Federal Circuit recognized that, “[t]he issue presented … has a
wide-ranging effect on property rights and the nation's economy. Timely resolution is critical to
providing certainty to rights holders and competitors alike who rely upon the inter partes review
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scheme to resolve concerns over patent rights.”44 The Court agreed with Arthrex’s argument,
pointing to the significant authority that administrative patent judges are vested with under Title
35 of the United States Code.45 Because the judges "hold a continuing office established by law .
. . to a position created by statute” and exercise extraordinary discretion, review discovery under
Federal law, and execute a final decision, the judges should be considered principal officers, not
mere employees, thus constitutionally appointed.46 Additionally, because the Director of the
board was the only member of the PTAB who was Presidentially-appointed and Senateconfirmed, the Board could not provide relief for the constitutional challenge that Arthrex raised,
requiring judicial review.47 As a result, the Court vacated and remanded the decision to be heard
by a panel of presidentially-appointed and senate-confirmed administrative patent judges.48
In the meantime, to remedy the constitutional issue, the Court of Appeals severed the
tenure of the patent-judges appointment, leaving the judges at the mercy of the Director, this way
they could be terminated without cause.49 The resulting remedy essentially changed the law by
refusing to apply the relevant section of the United States Code that allows for the removal of
Government officers only for cause.50 The Court felt that the remedy was the narrowest possible
solution and allowed APJs to be considered inferior officers, avoiding any constitutional defect.
Following the Court of Appeals’ decision, Arthrex appealed to the Supreme Court to
determine whether the Court of Appeals decision was the proper remedy, and whether that
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remedy was sufficient to render the judges inferior officers that would not need to be
Presidentially-appointed.51 Arthrex argued that eliminating the patent judges’ tenure was
contrary to congressional intent, thus ignoring and radically departing from historical practice.52
Arthrex urged the court that:
It would not make sense to review the court of appeals' constitutional ruling
without also considering the proper remedy. Conversely, it would not make sense
to consider the remedial question without also considering the underlying
constitutional claim. The questions are closely intertwined: They involve not only
common constitutional issues, but also common statutory issues concerning the
Director's inability to review APJ decisions and the scope and significance of APJ
tenure protections.53
The Court of Appeals declined to reconsider the case en banc.54 The decision left patent
attorneys and businesses scrambling, uncertain what the implications of the Court’s decision
would have on their own innovations.55 Ultimately, the Arthrex decision allowed for litigants of
recent cases decided by the Patent and Trial Appeals Board to raise a constitutional question and
have their argument reconsidered, potentially rendering their once patented design,
unpatentable.56 Companies that previously relied on decisions by the Administrative Patent
Judges, recognized the implications of the decision and began to weigh in; the Court of Appeals
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decision resulted in the remand of one hundred patent disputes back to the patent agency for
reconsideration.57
Many organizations filed briefs in support for certiorari to the Supreme Court, including
the New York Intellectual Property Association, TiVo, and Comcast.58 Comcast agreed with the
Court of Appeal’s decision that Administrative Patent Judges are principal officers and must be
appointed, but like Arthrex, felt that the remedy the Court applied was incorrect.59 Likewise,
Duke University filed a petition, urging the Supreme Court to grant the petition for certiorari.60
Duke argued that the Board’s previous decision regarding one of its patents was incorrect, and
that the decision in Arthrex substantially changed the law, requiring the Supreme Court to
intervene.61 The United States filed a brief in support of the petition for writ for certiorari.62 The
New York Intellectual Property association argued that the Court of Appeals erred because
administrative patent judges are actually inferior officers, due to the significant control that the
Director employs over them. The New York Intellectual Property Association sought “prompt,
efficient resolution of the issues” which had the “potential to affect numerous PTAB decisions
and the Federal Circuit's determinations of appeals, as of November 2019, over 10,000 trials in
post-grant proceedings had been held by the PTAB.”63
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Recognizing the potential implications of the Arthrex decision, the House Committee on
the Judiciary held a hearing to discuss the Court of Appeal’s decision where law school
professors offered potential legislative solutions.64 Ignoring the outcry from numerous businesses
and law professors, whose patents could potentially become unpatentable, the Court of Appeals
issued a similar ruling a year after the Arthrex decision. Relying on Arthrex, in a similar patent
infringement case, the Court concluded that the Patent Board violated the Constitution’s
Appointment Clause, vacating and remanding the case to be heard by a three-member panel of
Presidentially-appointed and Senate-confirmed members of USPTO.65 Facing a similar situation,
Sanofi, the only Federal Drug Administration approved manufacturer of a drug to stabilize
insulin level, petitioned the Supreme Court to apply the Arthrex decision, after an inter partes
decision which declared Sanofi’s patent invalid, hoping that the three-judge panel’s decision
could not be upheld as they were not Presidentially appointed.66 On October 13, 2020, the
Supreme Court granted Arthrex, Smith, and the United States’ petition for certiorari.67
Despite the Court of Appeals commitment to timely resolution to provide certainty to the
rights of patent holders, and the United States’ Code mandate that questioned patentability be
determined within one year, it has been more than five years since Smith filed for inter partes
review in 2016.68 The only clear answer that Arthrex has, is that their ‘907 patent has been

64

Press Release, House Committee On The Judiciary Chairman Jerrold Nadler, Chairman Nadler Statement for
Subcommittee Hearing on “The Patent Trial and Appeal Board and the Appointments Clause: Implications of
Recent Court Decisions” (Nov. 19, 2019),
(https://judiciary.house.gov/news/documentsingle.aspx?DocumentID=2155).
65
Polaris Innovations, Ltd. v. Kingston Tech. Co., 792 Fed. Appx. 820, 822 (Fed. Cir. 2020).
66
Patrick H.J. Hughes, Sanofi asks justices to apply Arthrex 'rule' to diabetes-treatment patents, WEST L. INTELL.
PROP. DAILY BRIEFING (July 9, 2020),
https://1.next.westlaw.com/Document/If25a8f72c21e11eabea4f0dc9fb69570/View/FullText.html?transitionType=Se
archItem&contextData=(sc.Search).
67
Arthrex, Inc. v. Smith & Nephew, Inc., 941 F.3d 1320 (Fed. Cir. 2019), cert. granted, 141 S. Ct. 551 (2020).
68
Petition for Inter Partes Review, Smith & Nephew, Inc. v. Arthrex, Inc., No. IPR2017-00275, 2016 WL 9408797
(P.T.A.B. 2016).

50

unpatented as prior art, but due to a constitutional flaw in the appointment of patent judges, that
determination could be incorrect. In its brief to the Court, Arthrex urges the court to focus on the
remedy ordered by the Court of Appeals, maintaining that the Administrative Patent Judges are
principal officers due to their decision making authority, but that the remedy stripping APJ’s of
their tenure is contrary to congressional intent, and even without tenure, APJ’s continue to
possess broad decision making powers.69 Agreeing with the United States, Smith & Co. contends
that the Court of Appeals erred in finding that APJs are principal officers,70 because APJs are
subject to review by superior officers, thus should be considered inferior officers correctly
appointed by the Secretary of Commerce.71
III.

ISSUES PRESENTED TO THE SUPREME COURT BASED ON

CONTROLLING PRECEDENT AND POTENTIAL REMEDIES
Aggrieved parties frequently raise constitutional questions regarding the application of
the Appointment Clause and our Courts are familiar with the claim and evaluation, however, no
clear method to determine whether an officer is principal or inferior exists. The case presented
two questions for the Supreme Court; whether the administrative patent judges are principal
officers who must be appointed by the President and confirmed by the Senate, or if the judges are
inferior officers who can be appointed by the Department of Commerce, pursuant to the
Appointment Clause. If the Court determines that the judges are principal officers, the Court will
need to provide a remedy to cure the defect.72
A. HISTORY OF THE APPOINTMENTS CLAUSE
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As previously stated, Article II, Section 2 of the United States Constitution provides that:
[The President] shall have Power, by and with the Advice and Consent of the
Senate, to make Treaties, provided two thirds of the Senators present concur; and
he shall nominate, and by and with the Advice and Consent of the Senate, shall
appoint Ambassadors, other public Ministers and Consuls, Judges of the supreme
Court, and all other Officers of the United States, whose Appointments are not
herein otherwise provided for, and which shall be established by Law: but the
Congress may by Law vest the Appointment of such inferior Officers, as they
think proper, in the President alone, in the Courts of Law, or in the Heads of
Departments.73
When drafting the Appointment Clause, the Founding Fathers sought to assure that
principal officers who exercise the powers of the United States are accountable to the President,
and represent the entire Republic, preventing congressional encroachment and ensuring a balance
of powers.74 The Fathers intended that “[t]he sole and undivided responsibility of one man would
naturally beget a livelier sense of duty, and a more exact regard to reputation.”75 The root of the
Appointment Clause was to encourage joint participation by requiring the advice and counsel of
the Senate, while working with the President, so that “[t]he blame of a bad nomination would fall
upon the president singly and absolutely. The censure of rejecting a good one would lie entirely
at the door of the senate; aggravated by the consideration of their having counteracted the good
intentions of the executive.If an ill appointment should be made, the executive for nominating,
and the senate for approving, would participate, though to different degrees, in the opprobrium
and disgrace.”76
The Fathers required that Officers of the United States be appointed by the President with
the advice of counsel but directed that all other inferior officers could be selected by Congress.
As a result, the Supreme Court has historically broken the Appointment Clause into two classes
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of officers, principal officers selected by the President with the advice and consent of the Senate,
and inferior officers which Congress may appoint.77 In Buckley v. Valeo, the Supreme Court
stated:
The Constitution for purposes of appointment very clearly divides all its officers
into two classes. The primary class requires a nomination by the President and
confirmation by the Senate. But foreseeing that when offices became numerous,
and sudden removals necessary, this mode might be inconvenient, it was provided
that, in regard to officers inferior to those specially mentioned, Congress might by
law vest their appointment in the President alone, in the courts of law, or in the
heads of departments. That all persons who can be said to hold an office under the
government about to be established under the Constitution were intended to be
included within one or the other of these modes of appointment there can be but
little doubt.78
One thing is clear, “fair import is that any appointee exercising significant authority
pursuant to the laws of the United States is an ‘Officer of the United States,’ and must, therefore,
be appointed in the manner prescribed by s 2, cl. 2, of that Article.”79 Yet, the Judicial Branch,
despite several opportunities to decipher the meaning of an Officer of the United States with
significant authority, has provided no clear test.80 Instead, the Court has developed key
considerations to determine whether a position is a principal officer based on the position’s
duration and authority. For example, a principal officer typically has tenure as opposed to an
inferior officer whose duties are normally temporary and must exercise significant authority
pursuant to the laws of the United States.81
B. HISTORY OF THE COURT’S INTERPRETATION OF PRINCIPAL OFFICERS
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In 1876, the Supreme Court in U.S. v. Germaine, considered whether civil surgeons
constituted officers of the United States. The Court emphasized the occasional duties of the civil
surgeons who were dependent on the commissioner calling for action, the fact that the surgeon’s
duties were temporary, the surgeons were not required to occupy a place of business,
compensation was not determined by Statute, and the surgeons was not required to take any oath;
the Court ruled that the surgeon’s position was more akin to that of an “agent of the
commissioner, appointed by him, and removable by him at his pleasure, to procure information
needed to aid in the performance of his own official duties.”82 Accordingly, Presidential
appointment and Senate advice was not required.
Relying on Germaine, the Court further distinguished inferior officers in Buckley v.
Valeo. First, looking to the Statute which granted the Federal Election Commission (“FEC”)
power, the Court found a broad delegation; although members of the FEC performed
investigative functions delegated by Congress, they were responsible for pursuing voting right
violations in Court, delegated rulemaking authority, and exercised broad discretion in enforcing
the Voting Rights Act.83 Given their duties, the Court concluded that these members of FEC
were principal officers of the United States and must be Presidentially appointed.84
In Freytag, the Court reiterated the importance of authority and established that an
individual who received life-appointment, and whose position was created by statute, is a
principal officer requiring Presidential appointment.85 A court should consider the “significance
of the duties and discretion” that the individual possesses, whether the individual is appointed by
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law, and if that law specifies the duties, salary, and means of appointment.86 The Court
determined that Special Trial Judges were considered inferior officers because they only
possessed authority to perform certain, limited duties in limited jurisdiction, and were subject to
removal from high executive officer, whereas a principal officer is granted much broader
discretion.87
In a similar analysis, the Court determined that Special Tax Judges (“STJ”) at issue in
Lucia v. SEC, were principal officers. “The Court found that STJs hold a continuing office
established by law. They serve on an ongoing, rather than a temporary, episodic basis; and their
duties, salary, and means of appointment are all specified in the Tax Code.”88 The Court also
considered the significant authority that STJs wield, which the Court found to be akin to those of
a Federal District Judge.89 Although STJs could not establish binding authority, the Judges
possessed statutory authority to do all things necessary and appropriate to discharge his or her
duties, and ensure a “fair and orderly” adversarial proceeding, including supervising discovery;
issuing subpoenas; deciding motions; ruling on the admissibility of evidence; administering
oaths; hearing and examining witnesses; regulating the course of the proceeding and the conduct
of the parties and their counsel; and imposing sanctions.90 In view of the broad authority to
enforce our national securities law, the Court found that the focusing on finality “ignored the
significance of the duties and discretion that STJs possess.”91
The Court has distinguished inferior officers, recognizing that to require a Presidential
appointment for each governmental office would be inconvenient and burdensome given the
86
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numerous positions and range of duties. As a result, Congress may vest their appointment power
for inferior positions in the President, the courts, or in the heads of departments.92 Likewise, the
Court has held that civilian judges of the Coast Guard Court of Criminal Appeals are inferior
officers and do not need to be Presidentially-appointed, emphasizing the fact that judges were
subject to and supervised by a higher power.93 In addition, the Court has held that a district court
clerk, an election supervisor, a vice counsel charged temporarily with the duties of the counsel,
and an independent counsel, all as inferior officers.94
C. ADMINISTRATIVE PATENT JUDGES & UNFETTERED AUTHORITY
Despite its analysis of a variety of positions, our Supreme Court has yet to establish a
clear test to distinguish principal and inferior officers, however, over the course of these
decisions the Court has proscribed a multitude of considerations. To determine whether a Patent
Judge conducting inter partes review is a principal or inferior officer, the Court will consider the
APJ’s decision-making authority, ability to render final and non reviewable decisions,
implications of those decisions, chain of command, job-related functions, and job-related
protections, like tenure.
In Edmond, the Court provided a rather straightforward test: “An inferior officer must be
“directed and supervised at some level by others who were appointed by Presidential nomination
with the advice and consent of the Senate.”95 As a starting point to its analysis, the Supreme
Court considered the statutory provisions establishing the PTAB to determine the supervisory
authority that APJ’s are subject to.96
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United States v. Germaine, 99 U.S. 508, 509-10 (1878).
Edmond v. United States, 520 U.S. 651, 666 (1997).
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See generally ex parte Hennen, 38 U.S. 225, 229 (1839); Ex parte Siebold, 100 U.S. 371, 397–398 (1880); United
States v. Eaton, 169 U.S. 331, 343 (1898).
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Edmond, 520 U.S. at 663.
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Title 35 of the United States Code establishing the United States Patent and Trademark
Office (“USPTO”) provides USPTO with a Director and Secretary of Commerce for Intellectual
Property and requires that both be appointed by the President with the advice and counsel of the
Senate.97 The Director is granted broad discretion to direct and manage the USPTO, which
provides for the issuance of patents and registration of trademarks. Per the Code, the Director is
required to take an oath prior to entering office and can only be removed by the President.98 The
Code distinguishes between USPTO’s inferior and principal officers, granting the Director the
power to appoint inferior officers with delegated duties, including patent examiners,
commissioners, Administrative Patent Judges, and all other employees necessary to carry out the
Director’s duties.99
Title 35 also creates the Patent and Trial Appeals Board, which is composed of the
Director, Deputy Director, the Commissioner for Patents, the Commissioner for trademarks, and
the Administrative Patent Judges.100 The Code requires that “administrative patent judges shall
be persons of competent legal knowledge and scientific ability who are appointed by the
Secretary, in consultation with the Director.”101 As a member of the Patent and Trial Appeals
Board, Administrative Patent Judges have authority to review decisions previously made by the
patent examiners, conduct any derivative proceedings, conduct re-examinations, and conduct
inter partes review.102 The Director exercises administrative oversight of APJ’s; he sets the pay
rate, decides whether to initiate inter partes review, and promulgates regulations regarding inter
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partes review.103 The United States Government weighed in favor of concluding that
Administrative Patent Judges be considered inferior officers “because the Director exercised
broad policy-direction and supervisory authority over APJs, such as promulgating regulations
governing inter partes review procedure and issuing policy interpretations that APJs had to
follow.”104
The APJ’s initial decision is subject to review by a three-member panel of the Patent and
Trial Appeals Board.105 After the decision of an Administrative Patent Judge and the review by a
three-member panel, the decision is always reviewable by the Federal Circuit Courts.106 Overall,
the Director, who is Presidentially- appointed and possesses a form of influence over APJs.
Yet, despite the Director’s boss-like functions and potential influence, the Supreme Court
concluded that APJ’s ultimately possess the unfettered power to issue decisions on patentability
without any supervisory oversight within the Executive Branch.107 Only the PTAB, consisting of
APJs, can order a rehearing of an APJ’s inter partes review.108 In addition, APJ’s cannot be
removed from their position without cause, even if the Director disagrees with an APJ’s
conclusion.109 As the Supreme Court stated, “[t]he chain of command runs not from the Director
to his subordinates, but from the APJs to the Director.”110 The scope of power possessed by
APJ’s runs afoul to the Appointments Clause intent of creating political accountability.
IV.

IMPACT OF THE SUPREME COURT’S ARTHREX DECISION & THE

REMEDY
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Recently, Justice Sotomayor, in a dissenting opinion to Lucia, cautioned that the Court
continues to offer little guidance on what constitutes a principal officer, despite several
opportunities to provide a clear standard.111 Sotomayor urged that the Court consider final
decision-making authority as a requisite component of significant authority.112 Based on
Sotomayor’s standard, a person who merely advises an officer would not be considered
principal, rather to be principal, the officer must issue opinions that bind the Government.113
Justice Sotomayor argued that the Administrative Law Judges at dispute in Lucia, should be
considered inferior officers based on the Commission’s ability to oversee the administrative
judges’ decisions, despite their judicial-like functions.114
However, in Arthrex, the Court specifically stated that it does not attempt to “set forth an
exclusive criterion for distinguishing between principal and inferior officers for Appointments
Clause purposes.”115 However, the unfettered authority that APJ’s possess was clearly a
dominant factor that the Supreme Court considered. In fact, the Court stated that “[i]n every
respect save the insulation of their decisions from review within the Executive Branch, APJs
appear to be inferior officers…”116 The Court remedied the situation by requiring that APJ’s be
subject to review by the Director.117 So while the Court declined to provide a clear distinction
between principal and inferior officers, final decision-making authority should be a weighty
consideration.
V. CONCLUSION

111
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Protecting intellectual property, as evidenced by James Madison’s Federalist Papers, has
been an utmost concern for the United States Government since its inception. As a result of the
Court’s Arthrex decision, the Director of the Patent and Trademark Office will soon face the
additional task of supervising approximately 265 Administrative Patent Judges who sit on the
Patent Trials and Appeals Board. In the meantime, several intellectual property creators have
already begun the process of filing for a rehearing of the Court’s prior decision regarding
patentability, arguing that an Administrative Patent Judge’s decision is subject to review.
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Are Streaming Services the Modern-Day Insiders?
Suhani J. Patel*
ABSTRACT
The Video Privacy Protection Act was enacted in 1988 to prevent brick and mortar video
rental stores from wrongfully disclosing personally identifiable information. However, with the
birth of streaming services, collecting such information extended beyond the original scope of the
Act. In addition, courts were forced to apply the Act to modern day streaming services, leading to
inconsistent definitions of key terms. Consequently, leaving streaming services unsure on how to
comply, and consumer’s information vulnerable. Therefore, this note suggests Congress look at
Insider Trading laws and legislation, which have been successful, to update the Video Privacy
Protection Act. Specifically, by expanding the definition of personally identifiable information to
material non-public information, imposing a stronger duty on streaming services and their thirdparty vendors, and implementing a more effective penalty on services who fail to comply with the
Act.
Introduction:
There is a common saying if you are not paying for the product, then you are the product.1
However, what happens when you are paying for the product, and still are the product? Streaming
services use the latter model: every month customers pay for products such as Netflix, Hulu,
Amazon Prime, or Spotify to become subscribers.2 In return, streaming services acquire monetary
gain and extensive data on each users’ preferences and habits.3

* J.D. Candidate 2022, Rutgers Law School. I would like to thank distinguished Professor Douglas Eakeley of
Rutgers Law School for his immense guidance and mentorship throughout this process. A special thank you to my
parents Jay and Reshma Patel for their unwavering support and my friends Emily Menendez, Joseph Lin, and
Bernadette Darcey for being a great sounding board.
1
THE SOCIAL DILEMMA (Netflix 2020).
2
Help Center Plans and Pricing, NETFLIX, https://help.netflix.com/en/node/24926 (last visited Feb. 15, 2020); Help
Center, HULU, https://help.hulu.com/s/article/how-much-does-hulu-cost?language=en_US (last visited Feb. 15,
2020).
3
See Marcus Gilmer, Unsurprisingly, TV Streaming Devices are Collecting Data, Too, MASHABLE (Oct. 11, 2019),
https://mashable.com/article/smart-tv-devices-data-collection/; Judith Aquino, Streaming Data Opens the Door to
New Customer Insights, TTEC, https://www.ttec.com/articles/streaming-data-opens-door-new-customer-insights
(last visited Oct. 6, 2021).
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Typically, streaming services will collect the following information: preferred titles,
watched ads, email address associated with the account, and the identifying device serial number.4
This data is then used in a myriad of ways.

For example, both Hulu and Amazon Prime use the information to create ads targeting customers
based on age, sex, and location.5 Distinguishably, Netflix an ad-less platform solely uses data to
generate content recommendations, resulting in strong user engagement.6 Specifically, through its
data collection Netflix learned users will watch films directed by David Fincher from start to finish,

4

Help Center What personal information Netflix holds about you and how to request a copy, NETFLIX,
https://help.netflix.com/en/node/100624 (last visited Feb. 9, 2021); Privacy Policy, HULU,
https://www.hulu.com/privacy#InfoWeCollect (last visited Feb 9, 2021); AMAZON,
https://www.amazon.com/gp/help/customer/display.html?nodeId=GX7NJQ4ZB8MHFRNJ#GUID-8966E75F9B92-4A2B-BFD5-967D57513A40__SECTION_467C686A137847768F44B619694D3F7C (last visited Feb 9,
2021).
5
Tiffany Hsu, They Know What You Watched Last Night, NEW YORK TIMES (Oct. 25, 2019),
https://www.nytimes.com/2019/10/25/business/media/streaming-data-collection-privacy.html
6
Id.; See Aquino, supra note 3; Consumer Intelligence Series: After a boom year in video streaming, what comes
next?, PWC, https://www.pwc.com/us/en/services/consulting/library/consumer-intelligence-series/consumer-videostreaming-behavior.html (last visited Feb. 15, 2021). Netflix does not use collected data to curate targeted ads for its
viewers like Hulu does. Instead, Netflix uses data to create content it knows viewers will become “hooked” on.
Hence, dominating the market and surpassing pay-tv in usage.
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and films featuring Kevin Spacey were a hit.7 Thus, when creating House of Cards starring Kevin
Spacy and directed by David Fincher, Netflix abandoned traditional TV show formalities.8 Rather
than running a pilot, Netflix invested in two full seasons before the first episode aired.9 This
maneuver added 2 million US, and 1 million international subscribers resulting in 72 million
dollars.10 The influx of new subscribers evened out the initial investment in the series.11 Netflix
attributes their success and ninety-three percent original series renewal rate to its direct relationship
with its viewers.12
Despite data collection resulting in better content creation and user experience, seventytwo percent of the public is hesitant to share their data. 13 Thus, to ease customers, streaming
services implemented measures to limit or turn off data collection.14 Netflix allows users to clear
their watch history, which will affect their recommendations.15 Similarly, Hulu allows users to turn
off/ opt out of their data being distributed to advertisers.16 Nevertheless, these features were found
to be perfunctory, and gave little control to customers over their data.17 Particularly, a study found
when users optimized Roku’s “limit ad tracking” function, which limited the data sent to

7

Gabrielle Sadeh, How Netflix Uses Big Data to Create Content and Enhance User Experience, CLICKZ (Mar. 20,
2019), https://www.clickz.com/how-netflix-uses-big-data-content/228201/.
8
Id.
9
Id.
10
Id.
11
Id. Interestingly, Netflix has over 148 million streaming subscribers. Further, since 2002 Netflix’s annual revenue
has been growing consistently and exponentially.
12
Id. Much of Netflix’s growth is attributable to its content and user experience, rather than their marketing team.
13
Timothy Morey et al., Customer Data: Designing for Transparency and Trust, Harvard Business Review, May
2015, at 6.
14
See generally James Geainas, The Privacy Secret the Streaming Services Don’t Want You to Know,
KIMKOMANDO (Oct. 3, 2020) https://www.komando.com/privacy/streaming-service-privacy-secrets/756850/.
15
Id.
16
Id.
17
Hsu, supra note 5.
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advertisers, it did the opposite; Roku sent more information to more advertisers while the feature
was turned on.18
Typically, streaming service privacy issues are governed by the Video Privacy Protection
Act (VPPA):19 which sought to protect our right to privacy in the choice of movies we watch with
our family in our homes.20 However, the VPPA was not intended to govern streaming services21,
because it was enacted in 1988 in response to Supreme Court nominee Robert Bork’s video rental
history being published in the Washington City Paper.22 However, brick and motor video tape
rental services have been replaced with Netflix, Hulu, Roku, Amazon Prime, ect. Nevertheless,
Courts have attempted to use the VPPA to govern modern day “video tape rental” services because
the United States has no single comprehensive law regulating privacy or data collection.23 Using
the vintage VPPA has resulted in numerous circuit splits regarding key aspects of the VPPA –
what counts as personally identifiable information, who is a consumer, and what disclosure is
invasive.
Circuit splits are not the only plague the VPPA has to endure; because there are an abundance of
players and money involved, streaming data changes hands often, and is not stored or authenticated
in any way.24 Thus, resulting in a chasm of uniform data collection practices, and aggrieved
customers are left without a proper remedy.25 Consequently, this note argues the VPPA should be

18

Id.
Video Privacy Protection Act of 1988, 18 U.S.C. § 2710 (2012); see White & Case, Social sharing and the US
Video Privacy Protection Act: Perilous for Online Video Content Providers, WHITE & CASE (June 25, 2018),
https://www.whitecase.com/publications/article/social-sharing-and-us-video-privacy-protection-act-perilousonline-video.
20
Ellis v. Cartoon Network, 803 F.3d 1251, 1253 (11th Cir. 2015). This is the core of any definition of personhood.
21
Id.
22
Sterk v. Redbox Automated Retail, 770 F.3d 618, 621 (7th Cir. 2014). Luckily nothing scandalous was found in
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23
Marc C. McAllister, Modernizing the Video Privacy Protection Act, 25 GEO. MASON L. REV. 102, 104 (2017).
24
Hsu, supra note 5.
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modernized by using key themes and principals found in insider trading laws specifically relating
to the duty imposed on third parties who use material information. Subscribers should be able to
control their information, while being educated on how it is shared and protected.

Video Privacy Protection Act (VPPA):
The VPPA was enacted to “give specific meaning to the right of privacy as it affects
individuals in their daily lives.”26 In fact, it is the legislature’s role to define, expand, and give
meaning to the concept of privacy.27 To prevail under it, a plaintiff will need to prove the defendant
is: (1) a video tape service provider, (2) disclosing personally identifiable information (PII), (3)
knowingly disclosing the information, which requires some consciousness of transmitting the
private information, and (4) the disclosure did not fall under the stated exceptions.28 The exceptions
include: the customer providing written consent, a warrant or court order is obtained, or the
disclosure is incident to the video tape provider’s ordinary course of business.29
A.) Are Streaming Services Video Tape Service Providers?
The VPPA defines a video tape service provider as any person, engaged in the business, in
or affecting interstate or foreign commerce, of rental, sale, or delivery of prerecorded video

2017), https://www.dailymail.co.uk/femail/article-5172881/Netflix-user-binge-watched-Office-non-stopweek.html. Although the notion was positive, his data was used out of the general scope of the VPPA. On the other
hand, some users were left feeling uncomfortable that Netflix was tweeting about their viewing habits regarding the
Christmas Prince. For these users, it might be difficult to meet the VPPA threshold. Nevertheless, their viewing
habits were exposed. Further when Congress amended the VPPA they only addressed (1) streaming services are
governed under the VPPA, and (2) the ability to get 1-time consent for users to share their own viewing habits. The
amendment did not explain how adding streaming services would impact the other elements. Further, because third
party data companies are not considered streaming services, plaintiffs who are harmed due the shared information
are not able to acquire a remedy.
26
Schooner Sonntag, Note, A Square Peg In A Round Hole: The Current State Of The Video Privacy Protection Act
For Videos On The Internet And The Need For Updated Legislation, 37 Loy. L.A. Ent. L. Rev. 237, 243 (2017).
27
The Video Privacy Protection Act of 1988: S.Comm. on the Judiciary, 100th Cong. 100-599 (1988).
28
18 U.S.C § 2710.
29
Id.

65

cassette tapes or similar audio-visual materials.30 Notably, streaming services are not included,
because the VPPA was created to tackle VHS tapes and video rental companies like Blockbuster31
– which were replaced with Netflix and other streaming services. Thus, making the VPPA’s
application difficult as data collection becomes easier and more expansive.32
In Re Hulu Privacy Litigation addresses this issue when a class action was filed alleging
Hulu wrongfully disclosed video viewing selections and personally identifiable information (PII)
to metrics companies and social networks.33 Using the Oxford Dictionary Definition of “material”
and the Senate Judiciary Report’s general attitude regarding the necessity for privacy the court
found Hulu is a streaming service.34 Streamed videos are similar to audiovisual material under the
VPPA and the medium of distribution did not limit video record’s protection.35
B.) Who is a Subscriber?
Courts are also tasked with determining if the plaintiff is a subscriber. The VPPA defines
a consumer as any renter, purchaser, or subscriber of goods or services from a video tape service
provider.36 However, the statute fails to define subscriber.37
Therefore, using the plain meaning courts have determined a subscriber revolves around
payment, registration, commitment, delivery, and or access to restricted content.38 Despite
numerous commonalities the Court of Appeals for the First and Eleventh Circuit diverged in

30

Id.
See The Video Privacy Protection Act: Hearing before the Subcomm. on the Judiciary, 100th Cong. 100-599
(1988).
32
See generally Jim Halpert & Kate Lucente, Hulu is a “Video Tape Service Provider” Under VPPA, Court Rules,
DLA PIPER (Aug. 20, 2012), https://www.dlapiper.com/en/us/insights/publications/2012/08/hulu-is-a-videotape-service-provider-under-vppa__/.
33
In re Hulu Privacy Litig., No. C 11-03764, 2013 U.S. Dist. LEXIS 179934, at *5 (N.D. Cal. Dec. 20, 2013).
34
Sonntag supra note Error! Bookmark not defined., at 286.
35
In re Hulu Privacy Litig., No. C 11-03764 LB, 2012 U.S. Dist. LEXIS 112916, at *15 (N.D. Cal. Aug. 10, 2012).
36
18 U.S.C. §2710 (2012).
37
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See generally Yershov v. Gannett Satellite Info. Network Inc., 820 PC F.3d 482, 487 (1st Cir. 2016); Ellis v.
Cartoon Network Inc., 803 F.3d 1251, 1256 (11th Cir. 2015).
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opinion when determining if a person is a subscriber when a free app keeps users viewing history
and sends it to a third-party.39
In the former case Ellis v. Cartoon Network, the court found Ellis was not a subscriber.40
Users could use the app by creating an account, using their TV provider’s information, or watching
without providing information.41 Once the app was downloaded, a random 64 number was
generated for each user.42 Thus, when a customer logged out their ID and viewing history was sent
to a data analytics company; which specialized in tracking an individual’s behavior across the
internet.43 Despite Cartoon Network’s ability to associate a particular person with their video
history, the court did not find Ellis was a subscriber because payment is not the only factor.44
On the contrary, the court in Yershov v. Gannett Satellite Information Network, found
Yershov was a subscriber by using the plain meaning.45 The dictionary defines a subscriber as one
who subscribes to receive or allows access to electronic text or services by subscription.46
Furthermore, subscription is defined as an arrangement to receive or be given access to electronic
text or services.47 Thus, when Yershov downloaded, installed, and watched content on the app he
accepted Gannet’s tools to view videos in exchange for providing his personal information creating

39

See Gannett, 820 F.3d at 484; Cartoon Network, 803 F.3d at 1252.
Cartoon Network, 803 F.3d at 1257. Nor did the court find there to be any ongoing commitment or relationship
between the two parties.
41
Id. at 1254. Users also had the option to watch the content on the app’s home screen. Through this option users
could opt out of providing any information to Cartoon Network.
42
Id. at 1254. The court explains that the 64-bit number is also known as a hex string. The number will remain the
same for the lifetime of the user’s device.
43
Id. The court found Bango “smarter than the average bear,” in reference to the show Yogi Bear, because it could
link information from Cartoon Network, to information it received from other sources.
44
Id. at 1256.
45
Yershov v. Gannett Satellite Info. Network, 820 F.3d 482, 487 (1st Cir. 2016).
46
Id. at 487 (quoting Subscribe, THE AMERICAN HERITAGE DICTIONARY (11th ed. 2000)). First the court looked at
the word subscriber which means to subscribe. Next, they found subscribe means “to receive or be allowed to access
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a relationship with the service provider.48 In fact, the court found Gannet’s personal information
to be of value, thus demonstrating consideration for the tools Gannet was given access to.49
Most importantly Yerhov substantiates the court’s thinking that because “Congress [cast]
such a broad inclusive net in the brick and mortar world, we see no reason to construe its words as
casting a less inclusive net in the electronic world when the language does not compel that we do
so.”50 Therefore, a relationship between the consumer and provider would need to “involve some
type of commitment, relationship, or association (financial or otherwise) between a person and an
entity.”51
Despite both cases addressing users who download a free app which collected and sent
their information to third parties, the court decisions were antipodal.52 In fact, Ellis is
distinguishable because he had the option of creating an account53, whereas, Yerhov had to share
his GPS coordinates54. Moreover, Yershov found the presumption made in Ellis that downloading
an app is equivalent to visiting a website was wrong: people make the conscious choice to
download an app over visiting a website.55 With these vast differences, the question remains – who
is a subscriber?56
C.) What is Personally Identifiable Information (PII):
The statute defines personally identifiable information as “information which identifies a
person having requested or obtained specific video materials or services from a video tape service
48

Id.
Id. at 489.
50
Id. at 488 (quoting Barr v United States, 324 U.S. 83, 90 (1945)).
51
Id. (quoting Ellis v. Cartoon Network, Inc., 803 F.3d 1251, 1256 (11th Cir. 2015)).
52
See Gannett, 820 F.3d at 484; but see Ellis v. Cartoon Network, 803 F.3d 1251, 1254 (11th Cir. 2015).
53
Cartoon Network, 803 F.3d at 1253, 1254.
54
Gannett, 820 F.3d at 485.
55
Id. at 489.
56
McAllister, supra note 23 at 142. This note focuses on the need to update the VPPA, and proposed subscriber
should be defined “to include persons who download, install, and use any mobile application to access videos or
similar audiovisual materials on one's smartphone, regardless of whether monetary payment is made.”
49
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provider.”57 This generally includes the person’s name, social security, date of birth, and home
address.58 However, modern day identifiers such as GPS coordinates and device IDs are absent.59
Courts have adopted a narrow view by focusing on the statute’s natural reading.60
Information is PII if without additional information it can link an actual person to an actual video.61
This view is also supported in In Re Nickelodeon where the court said “if Congress wanted to
define PII as any "information which identifies a person by name or mailing address as having
requested or obtained specific video materials, “it could have.”62 Therefore, a user’s gender, age,
computer usage, video title, browser version and setting, operating system did not amount to PII
because neither individually or in aggregate could identify the user to the video they watched.63
On the contrary, Yershov deviates from the narrow interpretation by concluding
information can amount to PII even when on its own it cannot identify a person.64 Here, the court
relied on the 1988 Senate Judiciary Report, which explains the importance of “includes” – which
implies the proffered definition falls short of capturing the whole meaning, and the drafters aim
was to establish a minimum, not an exclusive definition of PII.65 Further, context may disclose
other information by the provider, as it permits a "mutual understanding” there has been a
disclosure of PII.66
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Specifically, in Yerhsov the court found disclosing information about movies watched,
GPS coordinates, and IDs of the user’s smartphone or other device amounts to PII.67 They even
analogized a phone ID to a home address, but with more significance as it collects a vast amount
of information: notes, videos, prescriptions, and bank information.68
In both cases similar information was divulged, however, the courts created vastly different
standards to determine what is PII.69 First, Yershov encompasses information reasonably and
foreseeably likely to reveal which videos a person has obtained,70 while Nickelodeon reasons the
information must readily permit an ordinary person to identify a particular individual as having
watched a certain video.71 Opinions like Nickelodeon embody an unrealistic view of personal
identifiers, and how readily different databases or pieces of information can be linked together.72
Thus, resulting in an arduous burden for plaintiffs.
Without Congress delineating the VPPA’s impact on streaming services, courts continue
to attempt to put a square peg (modern technology) into a round hole (the VPPA written in 1988
principally aimed at video tape service providers).73
D.) Attempts to Modernize the VPPA:
“Things do change in a quarter century, and I am calling this hearing to see if we can update the law so that it can protect our privacy for another 25 years,” said Senator Franklin.74 The
VPPA was amended in two notable ways: (1) video companies could obtain a consumer’s consent
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68

70

to share their viewing preferences on social media for 2 years and (2) consumers must be notified
in a clear and conspicuous manner” of the ability to opt-out. 75 Even though the amendment allowed
consumers to preserve their privacy when sharing their viewing preferences, it failed to puncture
the 1988 scope by retaining the same definition of consumer and PII.
Despite the VPPA being concise, its interpretation is engulfed in abstruse case law.
However, courts cannot be blamed because they are attempting to apply an outdated statute. Unlike
COPPA, which gives the FTC the ability to evolve definitions alongside technology, the VPPA
was not afforded the same flexibility.76 Therefore, when Congress brings the VPPA into the 21st
century they should look towards insider trading laws: where strict regulations have protected and
instilled consumer trust.
Insider Trading:
Rule 10b-5 is a broad prohibition on fraud in connection with interstate securities.77 A
specific type of securities fraud includes insider trading - the buying or selling of a publicly traded
company’s securities by someone who has material non-public information (MNPI).78 However,
not all MNPI use is prohibit. Rather, it imposes a duty to “abstain or disclose” when there is a
relationship of trust and confidence between a corporation’s shareholders and employees. 79
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18 U.S.C. § 2710 (2012); see Robert Blamires & Nathan Zhang, Social sharing and the US Video Privacy
Protection Act: Perilous for Online Video Content Providers, WHITE & CASE (June 25, 2018),
https://www.whitecase.com/publications/article/social-sharing-and-us-video-privacy-protection-act-perilous-onlinevideo; see also Jim Halpert, Congress makes compliance with the confusing Video Privacy Protection Act easier,
DLA Piper (Jan. 9, 2013), https://www.dlapiper.com/en/us/insights/publications/2013/01/congress-makescompliance-with-the-confusing-vid__/. This created significant uncertainty regarding consumers’ ability to
voluntarily share their video preferences without giving prior consent to each decision when sharing video selection
preferences on a social media, such as Facebook or Twitter.
76
Children's Online Privacy Protection Act of 1998, Rule 15 U.S.C §6502 (2000); see McAllister, supra note 23, at
105.
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Securities Exchange Act of 1934 15 U.S.C § 78(a); see James Chen, Rule 10b-5, INVESTOPEDIA (Nov. 16, 2020),
https://www.investopedia.com/terms/r/rule10b5.asp.
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15 U.S.C. § 78(j); SEC Rule 10b-5, 17 C.F.R. § 240.10b-5 (2019).
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See generally Salman v. U.S., 137 S. Ct. 420, 423 (2016); Chiarella v. U.S., 445 U.S. 222, 229. (1980); SEC v.
Jafar, No. 13-CV-4645 (JPO), 2015 U.S Dist. LEXIS 74281, at *6 (S.D.N.Y June 8, 2015).
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A.) How to Bring an Insider Trading Claim:
Insider trading occurs when a security is bought or sold using information that is (1) gained
through an inside status, (2) was material, and (3) was non-public.80 In addition, there needs to be
scienter, amounting to recklessness for a civil penalty or willfully for a criminal liability.81 A
security is a financial instrument sold in financial markets representing ownership of companies,
such as a note, stock, or profit-sharing agreement, ect.82 For example, in Robinson v. Glynn, Glynn
invested in Robinson’s company which falsified their product’s ability.83 Thus, Glynn insisted his
ownership was a security.84 Using the economics’ realities test which states: the investor must be
passive, meaning they do not exercise meaningful control over the investment, the court found
Glynn was not a passive investor due to his influential position in the company.85
Material Non-Public Information:
Material Non-Public Information (MNPI) is information that a reasonable investor would
consider important when deciding to buy, sell or hold a security, or information that is reasonably
certain to have a substantial effect on the price of a company's securities if it were to become
publicly available.86 Courts determine this by evaluating the substantial likelihood that a
reasonable investor would find it important in making an investment decision.87 Specifically, a
company’s internal sale numbers, anticipated deals, reports claiming company property had copper
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SEC Rule 10b-5, 17 C.F.R. § 240.10(b)(5) (Aug. 11, 1951).
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Basic Inc. v. Levinson, 485 U.S. 224, 236 (1988); SEC v. Texas Gulf Sulphur Co., 401 F.2d 833, 860 (2d Cir.
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deposits, or information derived from reasonably drawn inferences from the totality of
circumstantial evidence.88
It is important to note, just because the information becomes public does not mean it is not
MNPI; all company information is considered non-public until it is disseminated in a manner
calculated

to

reach

the

securities

marketplace

through

recognized

channels

of

distribution, and public investors have had a reasonable period of time to react to the information.89
In other words, if a significant period of time has not passed where the information has been
available to the investing public it is considered to be nonpublic.90 The objective is to allow the
market to process the news and correctly price the security. In conclusion, inside information is
MNPI if it might reasonably be expected to affect the market value of the securities and, or
influence an investors’ decision to buy, sell or hold securities.
B.) Fiduciary Duty:
Insiders have a fiduciary duty to (1) disclose the information to the public, or (2) if she
cannot disclose it, then she must abstain from trading or recommending it.91 This applies to insiders
who by the virtue of their position with the company have a duty to the company’s shareholders;
whereas, constructive insiders are third parties such as underwriters, accountants, lawyers or
consultants working for a corporation who may become “fiduciaries of the shareholders” by virtue
of their special confidential relationship in the conduct of the business of the corporation.92

88

E.g., SEC. & EXCH. COMM’N, Therapeutics MD, Inc., 2013 Insider Trading Policy (Form 10-K) (2013),
https://www.sec.gov/Archives/edgar/data/25743/000138713113000737/ex14_02.htm.
89
SEC Rule 10b-5, 17 C.F.R. § 240.10(b)(5)-1 (2019); see Mark J. Astarita, Insider Trading – The Legal and
Illegal, SEC L. (Nov. 15, 2021), https://www.seclaw.com/insider-trading/; E.g., SEC. & EXCH. COMM’N,
Therapeutics MD, Inc. 2013 Insider Trading Policy (2013),
https://www.sec.gov/Archives/edgar/data/25743/000138713113000737/ex14_02.htm. Recognized channels of
distribution include annual reports, prospectuses, press releases, marketing materials, and publication of information
in prominent financial publications.
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See Levinson, 485 U.S. at 236; Texas Gulf Sulphur Co., 401 F.2d at 860.
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Texas Gulf Sulphur, 401 F.2d at 848.
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Levinson, 485 U.S. at 224-36.
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To illustrate, insiders will violate their duty if they trade on rumors they know to be true,
while the company releases a statement denying the rumors.93 Since the insiders knew of
information that a reasonable investor would find important they had the duty to disclose or abstain
from using it.94 Similarly, a corporation can also violate Rule 10(b)-5 if it makes material
misrepresentations or omits material facts in a press release,95 because a reasonable investor might
rely upon the press release in deciding whether to buy or sell the corporation’s securities.96
A breach of fiduciary duty can occur through a tipper/ tippee relationship using the
misappropriation theory.97 In the seminal case Dirk v. SEC a breach of fiduciary duty in a tipper
tippee relationship results from the tippee (1) receiving information from a breach of the insider’s
fiduciary responsibility, (2) she knows or should know that the breach has occurred and (3) the
insider/tipper has received some benefit from the breach (or intended to make a pecuniary gift to
the tippee).98 Subsequent to Dirk, the court in United States v. Adcox adopted similar ideology
when Zeringue, a high-level officer became privy to MNPI regarding an impending acquisition
and shared that information with his brother in law, Roberts who told Adcox.99 Adcox knew that
Zeringue was the source of information, Roberts played an intermediary role, and he was given a
personal benefit.100
C.) Scienter:
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See Texas Gulf Sulphur Co., 401 F.2d at 844-48. When Texas Gulf Sulphur was drilling they found a substantial
amount of minerals. They wanted to keep the information under wraps, so it would be easier to purchase the land.
However, word started getting out so they released a report with false information to calm the public, while
company insiders knew the truth.
94
Id.
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Id. at 845-64.
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Id.
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See Dirks v. SEC, 463 U.S. 646, 648 (1983).
98
Id. at 651-64.
99
See U.S. v. Adcox, No. 15-00036, 2017 U.S. Dist. LEXIS 88332, at *3-4 (W.D. La. June 7, 2017).
100
Id. at *4.
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Insider trading requires intent - more commonly known as scienter.101 This encompasses
deceit and fraud, which have evolved with technology.102 For instance, in SEC v. Dorozhko,
computer hacking by definition could be deceptive and prohibited by 10b-5.103 Here, the defendant
hacked into a company’s internal servers gaining access to earning reports, and trading on that
information using call options, resulting in a $200,000 profit.104 Similarly, scienter was found in
SEC v. Zanford when a securities broker convinced a mentally incompetent man to invest with
him, while using the investment to trade, and profit for himself.105
D.) Additional Legislation:
Outside of case law, legislation condemns insider trading as outlined by foundational
statutes like the Securities Act of 1933 and the Securities Exchange Act of 1934.106 The Securities
Act of 1933 has two main objectives: (1) to require that investors receive financial and other
significant information concerning securities being offered for public sale; and (2) to prohibit
deceit, misrepresentations, and other fraud in the sale of securities.107 Whereas its counterpart, the
Securities Exchange Act (“SEA”) 1934, focuses on governing securities transactions on the
secondary market, in addition to identifying and prohibiting certain types of conduct in the markets
and requiring periodic reporting information from companies.108
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Merck & Co. v. Reynolds, 559 U.S. 633, 648 (2010). Here, the court found scienter, which refers to “a mental
state embracing intent to deceive, manipulate, or defraud” and imposed a higher pleading standard for plaintiffs to
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107
U.S. SEC. & EXCH. COMM’N, The Laws That Govern the Securities Industry, INVESTOR.GOV,
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Congress continues to create and pass legislation aimed at curbing insider trading. The
Insider Trading Sanctions Act of 1984 allows the SEC to seek an order in a district court action
requiring the violator, or anyone who aided and abetted the violation, to pay a civil penalty of up
to three times the profit gained or loss avoided as a result of the unlawful transaction.109 Currently,
a new bill was introduced and passed in the House, known as the Insider Trading Prohibition Act.110
Notably, it would supersede 10b, as it commemorates present day insider trading laws, while
notably expanding the duty element, and lowering the scienter requirement.111 This is done by
replacing duty with a “wrongfully obtained” standard which encases a broader range of activities
such as those faced in SEC v. Dorozhko.112
To put it differently, streaming services obtain material non-public information such as our
viewing preferences which could be found deceptive as many tracking prevention features are
perfunctory at best.113 Therefore, instead of relying on the VPPA to address aggrieved customer
claims, Congress should enact legislation tailored to modern day advancements of streaming
services while drawing inspiration from key themes and principals of insider trading laws.

Amalgamation of VPPA and 10b-5: Creation of a New Standard:
The strategic intent of the VPPA is to protect consumer’s privacy from video tape service
providers;114 the fundamental driver of insider trading laws is to prohibit an insider from gaining
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Insider Trading Sanctions Act of 1984, Pub. L. No. 98-376, 98 Stat. 1264 (1984) (codified as amended in
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an unfair advantage in the stock market.115 Therefore, by amalgamating key themes and principles
from both laws Congress can engender new legislation better suited for the continued
advancements made by video “tape” providers and technology.
The new legislation would follow a similar analysis to insider trading.116 Instead of
determining if a security was involved in the transaction, the court would determine if data, being
non-authorized PII was used or (2) if the use of authorized PII was reasonable. Similar to the
Securities Act of 1933 which does not delineate, but gives examples of securities, Congress and
key industry players can create a modern-day list of PII.117 Courts can then use the concept of
expressio unius est exclusio alterius (the expression of one thing excludes from the other) when
determining if an unlisted piece of information is PII. Using this method would create a moldable
definition for future advancements, just like COPPA.118 In addition, following the Act would
codify case law and address technical advancements.119

A.) VPPA and Insider Trading – Common Principles
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See generally 17 C.F.R. §240.10b-5 (2019).
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indirectly, by the use of any means or instrumentality of interstate commerce, or of the mails or of any facility of any
national securities exchange, (1) to employ any device, scheme, or artifice to defraud, (2) to make any untrue
statement of a material fact or to omit to state a material fact necessary in order to make the statements made, in the
light of the circumstances under which they were made, not misleading, or (3) to engage in any act, practice, or
course of business which operates or would operate as a fraud or deceit upon any person, in connection with the
purchase or sale of any security.
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Although insider trading and data collection seem worlds apart, they share some
similarities. Streaming services harness big data to create original content with high certainty their
customer base will devour it, resulting in an uneven playing field and a barrier to entry.120
Similarly, when traders have inside knowledge the market’s efficiency is disrupted.121 For
example, Martha Stewart sold 4,000 shares in ImClone days before the FDA announced it would
not approve InClone’s main cancer drug.122 The announcement caused the stock price to plummet,
and resulted in significant financial loss for many since the stock dropped to $46. Stewart was not
a savvy investor in tune with the FDA, rather, her broker tipped her off.123
Markets should reward investors for their foresight, in-depth research, and analytical
prowess.124 Likewise, the streaming industry should reward providers for their creativity, savvy
business skills, and innovation with technology.125 Although data collection and usage are
inevitable, it should not be the forefront of either industry. In fact, a survey conducted by PWC
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See generally Bernard Marr, These Fascinating Examples Show Why Streaming Data And Real-Time Analytics
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finds customers are still looking for the next best thing, so companies have to continually improve
and revolutionize the way we consume media.126
B.) MNPI v. PII – One in the Same
PII under the VPPA includes information which identifies a person obtaining or requesting
specific video materials.127 However, the statute fails to demarcate which information or account
for modern technology, leading to inconsistent court holdings.128 Insider trading law has its own
version of PII, called material nonpublic information (MNPI) - information that a reasonable
investor would consider important in deciding whether to buy, sell or hold a security, or that is
reasonably certain to have a substantial effect on the price of a company's securities if it were to
become publicly available.129
It is arguable that PII is analogous to MNPI because information that can identify a person
requesting or obtaining a specific video could be information that a reasonable video tape provider
would consider important in determining various business decisions, or the information is
reasonably certain to have a substantial effect on the streaming service’s actions.
Streaming services, particularly Netflix adopt to viewers taste by using the data collected
on them. Netflix originals have a ninety-seven percent renewal rate compared to television’s thirtyfive percent.130 Examples of this phenomenon include Netflix’s House of Cards starring Kevin
Spacey and David Fincher, who resulted in high user engagement, and Orange is the New Black,
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129
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starring Jenji Kohan.131 Both shows exemplify how personal and even confidential information can
have a substantial effect on what projects companies chose to greenlight, what thumbnail is shown
to a particular user, and user recommendations.132 Recommendations are essential to streaming
services as they account for eighty percent of the content streamed.133
Streaming services are not the only members in the industry who could benefit from
personal data’s ability to tailor content creation; TV and movie studios could use data the same
way. What studio would forgo knowing every movie or tv show produced would be a hit without
extensive research or focus groups? Streaming services know they are interchangeable and
therefore must create a loyal base by developing content users want.134
PII under the VPPA does not specify the information must be “non-public,” however, it is.
The general public, nor other services have access to the data collected by another platform.135
Typically, only two parties have access: the streaming service and the 3rd party data analytics
company.136 Although streaming services use “unique ID numbers to protect subscriber
information, this only hinders rather than obliviating third parties from identifying the subscriber
due to the ease and expansion of data collection; which strongly contrasts In Re Nickelodeon and
Robinson’s unrealistic view of the nature of personal identifiers, and how readily different
databases or pieces of information can be linked together.137 For example, Netflix contestants
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received two massive data sets of users’ movie preference, date of rating, rating, and unique ID.138
Researchers used external data sources to decode Netflix’s data set.139 This resulted in one woman,
a closeted lesbian, alleging the data breach outed her because she watched numerous LGBTQ
themed films.140
In other words, personal information collected by streaming services is material because a
nexus exists between the information and content creation. Without big data, streaming services
would not have an upper hand.141 Therefore, PII should be elevated to MNPI, so its definition can
be expanded alongside advancements of technology and to ensure better customer protection.142
C. Intent
Knowingly is the required intent under the VPPA.143 However, “knowingly” has resulted
in 2 vastly different opinions: (1) Yershov, which encompasses information reasonably and
foreseeably likely to reveal which videos a person has obtained, or (2) Nickelodeon, which focuses
on information that readily permits an ordinary person to identify a particular individual as having
watched certain video.144

138
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Despite other courts adopting the Nickelodeon standard, it has been found to be naïve to
modern day advancements due to how readily available information is.145 For example, a social
security number is not considered PII under the Nickelodeon standard, because the number alone
would not directly identify a subscriber.146 On the other hand, Yershov finds it would be absurd to
conclude that a social security number is not personally identifiable information simply because
there is no publicly-available database linking those numbers with names.”147 Notably, the court
was cognizant of what is possible with a signal piece of data.148 However, this is not strong enough.
Streaming services need to take reasonable measures to protect such information. For example,
insider trading laws have a firm intent requirement know as scienter, where the defendant must be
aware the information was material and non-public.149
Therefore, the VPPA can be updated in 2 ways: (1) codifying the standard created by
Yershov, and (2) adding a reckless component. This addresses the differences in what an ordinary
person could decipher in 1988, and how it immensely differs from the information and tools
today’s ordinary person has access to. Since streaming services can easily collect vast amounts of
information150, they also need to take responsibility to adequately protect consumer information.
Consequently, integrating scienter provides standing when streaming services mishandle
consumer information, fail to integrate safety measures against breaches, or give out of scope
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information to third party data analytics companies. In addition, if a third-party company is
reckless with the consumer’s data, they can be joined under the VPPA claim.151
In sum, by combing the Yershov standard and a less stringent scienter requirement forces
streaming services and third-party data analytic companies to insulate themselves from possible
data breaches and leaks, take responsibility for the immense amount of data collected, and it
provides companies with clear and uniform data collection practices.152
D.) Fiduciary Duty and Breach
Lastly, this note suggests Congress implement a stronger duty standard. Currently, the
VPPA only focuses on what streaming services should not do, however, the statute needs include
what they should be doing to protect its users’ information.153 To illustrate, Congress could adopt
a loose version of insider trading’s fiduciary duty: encompassing a duty to disclose or abstain,
when the tipper gains a personal benefit.154
Tipper/ Tippee liability arises in insider trading when the tipper, who has a fiduciary duty,
tells the tippee confidential information, while the tippee knew of the tippers breach.155 Here, the
streaming service would act as the tipper and the third-party company as the tippee. Although,

151
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neither parties are trading on the information, they are gaining a personal benefit, such as creating
a well-rounded user profile. For example, in Ellis, Cartoon Network sent users’ data to a thirdparty analytics company which "automatically" links an Android ID to a particular person by
compiling information about that individual from other websites, applications, and sources.156
Thus, the “tip” from the streaming service benefits companies by strengthening their data
portfolio.157
Insiders have a duty to their company to abstain from disclosing confidential information.
Similarly, streaming services should have a duty to their users to abstain from disclosing their
personal information. Especially, when streaming services and data analytic companies can
pinpoint user specifics.158 To best illustrate, a user was contacted by Netflix when they noticed his
account was running non-stop for a week, resulting in the user finishing the Office in 5 to 10
days.159 Luckily, for Netflix, he appreciated the company reaching out during his depressive
period.160 On the contrary, when Netflix tweeted “To the 53 people who’ve watched A Christmas
Prince every day for the past 18 days: who hurt you?” they were compared to Big Brother.161 In
fact, one user tweeted “Good to know @Netflix staff are sitting around their offices looking at
private user data, laughing about it, then sending out a tweet to millions.”162
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Seventy-two percent of customers are reluctant to share their information with businesses
because they “just want to maintain [their] privacy.”163 Adding a duty to abstain or disclose under
the VPPA is one way to remedy the problem. It is unlikely streaming services will stop collecting
data, however, they should be expected to install protective features prior to disclosure.
Specifically, streaming services should have a duty to protect the collected information and how
they divulge it to third parties: they must abstain from disclosing the information unless they have
taken proper measures to protect the information when it is collected and disseminated to another
party. The same standard will apply when third party companies receive PII from streaming
services.
In brief, updating the VPPA with tipper/tippee liability would invoke (1) a duty to disclose
or abstain on the streaming service, where PII disclosure requires protective measures and (2) third
parties will be implicated under the same duty for information given to them by streaming
services.164 Thus, if a third-party broadcast streaming service data that comprises of PII they may
be held equally liable under the VPPA. Similar to tipper/ tippee, the tippee’s liability stems from
knowing the tipper breached their duty. Here, either party can be held liable if the other party does
not abide by their duty or is reckless handling information. In the long run this can create a more
trusting relationship between all three parties.165
E.) Notable Legislation – Increasing Penalties
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Congress continues to propose other legislation to regulate insider trading, such as the
Insider Trading Sanctions Act of 1984.166 The Act focuses on increasing the civil penalty for insider
trading, and the legal remedies available to federal regulators; resulting in a shift in focus from
compensation of victims to punishment of offenders, hoping to deter reasoned potential
violators.167
Congress should reexamine the $2,500 minimum statutory damage per violation,
potentially punitive damages, attorney’s fees and equitable relief penalty under the VPPA.168
Data’s value and ability to minimize cost while maximizing profits parallels material information
in insider trading. Therefore, increasing the minimum penalty to $7,500 for streaming services
who fail to protect customer’s data can serve as a deterrent, and wakeup call to implement
safeguards against breaches, or reevaluate their relationship with third party data analytic
companies.169
Currently, the proposed House Resolution: Insider Trading Prohibition Act H.R 2534
focuses on eliminating the personal benefit element in insider trading and would grant the SEC
authority to exempt any person or conduct from the provisions of the bill, limit control liability
where the control person acted in good faith.170 Drawing inspiration from this language, new
legislation could exempt certain conduct, and information; while, rewarding streaming services
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who have in good faith taken steps to protect their customer’s data. Further, the resolution
implements a “wrongfully obtained” standard which explicitly combats violation of any Federal
law protecting computer data or the intellectual property or privacy of computer users.171
Comparable language would benefit the new legislation as data breaches and leaks become more
prevalent in the Golden Age.
Conclusion:
If Starbuck’s secret weapon is a smile, and Netflix’s is adopting to an individual’s taste,
then what is the consumer’s secret weapon?172
That secret weapon can no longer be the VPPA. For one, its deficiencies are promulgated,
and two, using the VPPA to combat the force of present-day data collection would be like using a
musket against an AR-15: pointless and perfunctory. Consumers deserve curated legislation
specifically designed to tackle modern day PII collection and distribution issue. Clearly, the
attempt to bring the arcane VPPA into the era of streaming services through amendments failed:
as only sixty-one percent173 of people trust media and entertainment companies with their personal
data.
Rather than starting anew, Congress can extract key concepts from insider trading law and
integrate them into the VPPA. In fact, fifty-nine percent of people said financial regulations have
produced positive benefits, such as making businesses more responsive to people’s need.174 Users
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want and deserve to control their confidential information. Thus, implementation of key insider
trading laws benefit streaming services through distinct data collection guidelines, and place them
on a pedestal by explicitly imposing a duty to abstain from disclosing unless protective measures
are in place. Additionally, by creating a malleable list of PII, and addressing its significant value,
companies will be forced to abandon their uneven playing field advantages and reevaluate their
data collection practices.175 This country runs on big data rather than Dunkin, so companies cannot
be expected to stop collecting data. However, companies must protect their customer’s
information. Overall, integrating salient insider trading law notions enable the product (consumers)
to get particularly tailored protection, and streaming services now have boundaries in place to
avoid landmine lawsuits.

175
Morey, supra note 13. In the future customer data will be a growing source of competitive advantage. For
reference this article was written in 2015. Thus, by using themes from insider trading laws we achieve a regulation
which allows for data usage, while encouraging human creativity. For examples in Sonntag, supra note Error!
Bookmark not defined., at 267-68 he emphasizes the “new legislation must be structured so as not to chill the
entrepreneurial spirit of the online marketplace. It must leave markets open for small video makers, distributors, and
websites to enter and generate income through advertising revenue.”
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China’s Passing of the National Security Law in Hong Kong and Its Effect on Global
Business
Akum K. Singh1
ABSTRACT
Article 19 of the Universal Declaration of Human Rights states “Everyone has the right
to freedom of opinion and expression; this right includes freedom to hold opinions without
interference and to seek, receive and impart information and ideas through any media and
regardless of frontiers.” Some countries, however, do not follow this basic human right.
China, which should not hold the power to infringe on this universal right in Hong Kong,
has established a law that no longer allows the freedom of opinion and expression. China’s
Communist Party has utilized provisions in the Hong Kong Constitution to pass a National
Security Law (NSL) that gives China the ability to prosecute Hong Kong citizens for “secession,
subversion, terrorism, and collusion.” Essentially, if Hong Kong nationals speak up about their
opposition to China, they will be punished by China itself.
A country so desperate to remain autonomous from China can no longer openly express
their opposition to the Chinese regime without being punished by China itself. Unfortunately, it
does not stop there. International companies and financial institutions who specifically chose
Hong Kong’s “financial hub” to operate their businesses are also subject to the law. The
enactment of the NSL has caused major consequences in the function and actions of businesses
in Hong Kong, which may cause a detrimental effect to the country in the future.
I.

INTRODUCTION
On June 30th, 2020 the Standing Committee National People’s Congress (NPC), the

Chinese legislature, passed The Law of the People’s Republic of China on Safeguarding National
Security in the Hong Kong Special Administrative Region, hereinafter “HKNSL” or “NSL”, a
national security law imposing legal sanctions on the Hong Kong Special Administrative Region
(HKSAR).2 This national security legislation includes six chapters and sixty six articles that
expressly ban and criminalize the four offenses of “secession, subversion, terrorism, and
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collusion.”3 In addition, the law gives China the authority to establish a national security office
in Hong Kong, thus allowing mainland China police to work with local authorities to enforce the
new law.4
Below Section II will discuss the history and background of Hong Kong and the People’s
Republic of China (PRC) framework of “one country, two systems,” evolved, and the undeniable
control the PRC still holds has over HKSAR. Section III addresses the National Security Law in
depth, detailing where it came from, what it is defined as, and why it is concerning to Hong
Kong as a whole. Section IV will talk specifically about companies, businesses, and financial
institutions and how they have been directly affected by the laws. The final section will address
how the NSL violates international human rights law, and how these violations can stop
individuals within companies from practicing their freedoms protected by international human
rights law, specifically the International Covenant on Civil and Political Rights (ICCPR).
II.

HISTORY OF HONG KONG SAR AND THE PEOPLE’S REPUBLIC OF CHINA
The recent passing of the People’s Republic of China’s new security law, passed as The

Law of the People’s Republic of China on Safeguarding National Security in the Hong Kong
Special Administrative Region, stems from China’s furtherance of their objective to decrease
HKRSAR’s autonomy. This originates from Hong Kong and China’s history, which has
ultimately caused the opposition of Hong Kong residents with China’s attempt to take control.
During the Qin Dynasty in the third century B.C., Hong Kong was controlled by China’s
rule and remained under China’s control for around 2,000 years.5 In 1839, the First Opium War
3
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broke out between the British Empire and Qing-dynasty China in China’s attempt to stop the
British from illegally smuggling opium into China to stop widespread addiction by its citizens.6
There are three main regions that make up present day Hong Kong: Hong Kong Island,
the Kowloon Peninsula, and the New Territories. When the First Opium War ended in 1842,
through the Treaty of Nanjing, Hong Kong Island was ceded to the British Empire. Over the next
54 years, the British took control over the remaining territories. The 1898 Convention for the
Extension of Hong Kong Territory gave Britain control over Hong Kong until July 1st, 1997.7
In 1984, China’s premier Zhao Ziyang and the British Prime Minister Margaret Thatcher
signed the Sino-British Joint Declaration, which asserted Hong Kong was a part of China;
however, for 50 years Hong Kong would continue with the “current social and economic
system” under British Common Law.8 Specifically, until 2047, would continue to have rights of
freedom and operate under the British Common Law system, which became known as the “one
country, two systems” framework.9 Hong Kong thus became the Hong Kong Special
Administrative Region of the People’s Republic of China and employs its own mini constitution,
The Basic Law of the Hong Kong Special Administrative Region of the People's Republic of
China (“Basic Law”).10 Within the 160 Articles, the Basic Law gives Hong Kong autonomy in
employing its own independent judicial, executive, and legislative power.11 The Legislative
6
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Council (LegCO) exercises in enacting, amending, and appealing laws. Hong Kong is to exercise
judicial power independently, with the power of final adjudication vested in through the Court of
Final Appeal.12 It is important to note that national laws of China can be employed in Hong
Kong, however they must be listed in Annex III which states that they must relate to “defence
and foreign affairs as well as other matters outside the limits of the autonomy of the HKSAR.”13
Moreover, the Chief Executive of the HKSAR is elected by a 1,200 member election committee
and appointed by the Central People’s Government (CPG). Further, through Article 95 and 96,
the HKSAR may “maintain juridical relations with the judicial organs of other parts of the PRC,
and they may render assistance to each other.”14 There are several provisions in the Basic Law
that give PRC the opportunity to reign control over Hong Kong if they deem necessary.
The deception lies in the fact that the PCR has lengthy control over different areas of the
HKSARs judicial and legislative bodies while giving the illusion that Hong Kong remains
separate from mainland China. The major difference between the PRC and Hong Kong is that the
PRC is communist and controlled by a single party, while the HKSAR is technically considered

and public figures… The Legislative Council (LegCo) and is in charge of creating legislation, debating issues of
public interest, examining and approving budgets, receiving and debating the Chief Executive's policy addresses,
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a limited democracy.15 In addition, the Hong Kong legal and judicial systems are based on
British common-law, rather than the Chinese customary law.16 The HKNSL will dissolve the
distinction between Hong Kong and other Chinese cities because China will be able to exercise
communist control over Hong Kong’s judicial system.
Why is the PRC having judicial power over HKSAR so detrimental? If the legal and
judicial system of Hong Kong is controlled by the Communist Party the outcome would be the
legalization of arbitrary and secret detention which has an increased risk of torture and forced
confessions.17 “Virtually anything could be deemed a threat to “national security” under the
extremely vague provisions of the National Security Law,” allowing authorities to prosecute
individuals for practicing their freedom of expression. 18 The result: Chinese individuals being
detained, threatened, and prosecuted for voicing out their opinions against the government or for
information they post online, which is a blatant violation of freedom of expression. This
heightened scrutiny will now be applied to the HKSAR pursuant to the enactment of the NSL.
With the NSL, the PRC is exercising their power over HKSAR by bypassing the
procedures set in place to enact new laws in HKSAR, as explained in the next section.

III.

THE SECURITY LAW: WHERE DID IT COME FROM? WHAT IS IT? WHY IS
IT CONCERNING?

15
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The NSL has caused an uproar in Hong Kong because China utilized their power to pass
the legislation without Hong Kong’s approval. Since 1997, China has been pressuring Hong
Kong to pass a national security law, prohibiting “treason, secession, sedition [and] subversion”
against China and its government. The provision that would allow this to occur is Article 23 of
Hong Kong’s mini-Constitution, where the HKSAR codified that they would enact laws that
would prohibit any opposition to the CPR, or the Central’s People Government.
Article 23 states:
“The Hong Kong Special Administrative Region shall enact laws on its own to prohibit
any act of treason, secession, sedition, subversion against the Central People’s
Government, or theft of state secrets, to prohibit foreign political organizations or bodies
from conducting political activities in the Region, and to prohibit political organizations
or bodies of the Region from establishing ties with foreign political organizations or
bodies.”19
Thus, Hong Kong attempted to enact legislation in the early 2000s but their efforts were
curtailed in 2003 when over half a million people began to protest in fear of limitation of their
rights, specifically freedom of expression.20 There has been continued challenge to China’s
sovereignty over Hong Kong, including protests and retaliation on all fronts.21 For example, in
2014, the Umbrella Movement occurred where protestors demanded reform of the Hong Kong
electoral system as they no longer wanted the chief executive candidates to be vetted by China;
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however this ended without any concession from Beijing. 22 More recently in 2019 when the
Hong Kong legislature introduced an extradition bill that would allow criminal suspects to be
extradited to mainland to be tried, it disrupted the political atmosphere of Hong Kong.23 The
outrage was followed by hundreds of thousands of people protesting. Ultimately this caused this
bill to be withdrawn.24 The bill was worrisome because it would allow individuals to be tried
under China’s legal system instead of Hong Kong’s, thus taking away Hong Kong’s autonomous
status and allowing them to practice freely under their own political and legal system.25 This new
law is similar as it gives China power to criminalize people under their own system rather than
Hong Kong’s.
In normal circumstances, the framework of “one country, two systems”, followed by
Hong Kong and China entails that the national laws of China do not apply to Hong Kong.26
However, Article 18 of the Basic Law of Hong Kong gives the NPCSC the ability to amend laws
to Annex III; these laws must undergo legislation or promulgation. The loophole is Article 18,
which allows the application of national laws of China on Hong Kong when it involves matters
of defense and foreign affairs. The article states:
... “The Standing Committee of the National People’s Congress may add to or delete
from the list of laws in Annex III after consulting its Committee for the Basic Law of the
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Hong Kong Special Administrative Region and the government of the Region. Laws
listed in Annex III to this Law shall be confined to those relating to defence and foreign
affairs as well as other matters outside the limits of the autonomy of the Region as
specified by this Law...”27
Customarily legislation would entail that a bill be introduced to Hong Kong’s LegCo
where the law would then be reviewed to by the council to determine it complies with Basic Law
and international human rights standards. However, Article 18, allows the NPCSC to implement
the law through promulgation, where the “Hong Kong chief executive issues a legal notice in the
Government Gazette, and the Chinese national laws concerned are applied verbatim.”28 That
essentially means no legislative process through Hong Kong; China can surpass the process and
implement its own law they deem fit. This is the first time a Chinese law with criminal penalties
will be enacted in Hong Kong through promulgation.29
a. Specifics of the Law
Chapter 1 Article 1 of The Law of the People’s Republic of China on Safeguarding
National Security in the Hong Kong Special Administrative Region creates the guidelines for the
law, where it is was enacted for the reasons of:
“...preventing, suppressing and imposing punishment for the offences of secession,
subversion, organisation and perpetration of terrorist activities, and collusion with a

27

THE BASIC LAW OF THE HONG KONG ADMINISTRATIVE REGION OF THE PEOPLE’S REPUBLIC OF CHINA, supra note
12, at 9.
28
HUMAN RIGHTS WATCH, Hong Kong: Beijing Threatens Draconian Security Law (May 22, 2020, 12:50 PM),
https://www.hrw.org/news/2020/05/22/hong-kong-beijing-threatens-draconian-securitylaw?gclid=Cj0KCQiAwMP9BRCzARIsAPWTJ_EXUP6-6OC_AQrZ5X1JFZ3WfZHJUSDY8y8GyNK648ToJHWohVqLeUaAoNIEALw_wcB#.
29
Id.

96

foreign country or with external elements to endanger national security in relation to the
Hong Kong Special Administrative Region.”30
The law then goes into Chapter III, which details exactly what secession, subversion, terrorist
activities, and collusion is defined as and the penalty that goes with each offense.31
Part 1 Article 20 indicates the secession would entail any person that “organizes, plans,
commits or participates” in separating the HKSAR from China.32 If this offense is carried out
with “grave nature” there is a life sentence or “fixed-term imprisonment of not less than ten
years”. If the person is “actively participating” then the sentence ranges from 3-10 years.33 Any
other participants will be sentenced to fixed-term imprisonment of not more than three years,
short-term detention or restriction”.34
Part 2, Article 22 defines subversion as “overthrowing or undermining” China state
power by organizing, planning, or attempting to overthrow or undermine the central power of
China.35 Depending on the degree of severity and involvement, the punishment can range from 3
years to life in prison.36
Terrorism, Article 24, includes any acts that intimidate or institute the public in order to
purse a political agenda.37 These acts range from a plethora oof dangerous activities from
violence, arson, sabotage of transportation, sabotage of electronics, and other dangerous
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activities.38 Again, depending on the severity of the offense and the level of involvement,
imprisonment ranges from 3 years to life in prison.39
Part 4, Collusion with a Foreign Country or with External Elements to Endanger
National Security, is defined in Article 29 where a person cooperates with any organization or
individual outside mainland China, Hong Kong, or Macao to spy on or influences events in Hong
Kong is subjected to 3 years to life in prison.40
Furthermore, the law allows the People’s Republic of China to establish a national
security office in Hong Kong, the “Office for Safeguarding National Security”, giving them
jurisdiction over some of Hong Kong’s national security cases.41 The national security office will
determine which cases should be tried in mainland China.42 The law also provides that the
HKSAR government must outline procedures for their work and establish national security
bodies. A national security commission, with a Beijing appointed advisor, must be established by
Hong Kong to enforce laws.43 The chief executive will appoint judges to hear national security
cases, although Beijing will have the power in determining how the law is interpreted.44 The
Hong Kong Courts will oversee national security cases, but if determined that China can
takeover, the cases will be tried in mainland China with the application of Chinese laws and
prosecution standards.45 Additionally, not all trials need to be open; some trials can be heard
behind closed doors with no juries.46 Most importantly, there is concern over the scope this law
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on non-permanent residents.47 It does not just affect the citizens of HKSAR.48 Article 38 expands
the scope of the law to people outside the region, giving the PRC the ability to charge individuals
outside the HKSAR against the HSKAR. 49
“This Law shall apply to offences under this Law committed against the Hong Kong
Special Administrative Region from outside the Region by a person who is not a
permanent resident of the Region.”50
As expected by Chief Executive Carrie Lam, she claims that the law is “crucial step to
ending chaos and violence that has occurred over the past few months.”51 However, that’s not
how citizens of Hong Kong feel. Legal Scholar Professor Johannes Chan from the University of
Hong Kong explained to BBC that “It is clear that the law will have a severe impact on freedom
of expression, if not personal security, on the people of Hong Kong.”52 On June 28th, 2 days
before the legislation was enacted, Hong Kong citizens held a peaceful protest against the law.53
During the protest, 53 people were arrested for “unlawful assembly”.54 After the legislation for
the security law was passed overnight and enacted on June 30th, the law was put into force. The
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first arrest made under the law was a man holding a flag urging independence.55 This caused
outrage among the citizens of Hong Kong as it showed exactly how China was interpreting the
law: broad and vague. An independence flag could be “considered a crime of secession.”56
Thousands gathered to protest, and by the end of the day, Hong Kong Police arrested more than
370 people, with 10 on suspicion of violating the new law.57
b. Global Relationships Affected Due to the National Security Law
HKNSL also effects the global relationships that Hong Kong and China have with the
rest of the world. The United States government urged that the law should not be passed and
implemented, as there would be policy consequences if they proceeded to do so.58 Now that the
law is in effect, Hong Kong will lose some of its special status features afforded to the under
their “one country, two systems” framework.59 When the HKSAR was established in 1997, the
U.S. awarded HKSAR with special status under the Hong Kong Policy Act of 1992 (HKPA),
recognizing that HKSAR had a separate legal system and autonomous from China.60 The HKPA
rendered that the U.S. would treat Hong Kong separate from China “with respect to economic
and trade matters, including as a separate jurisdiction from the PRC for purposes of export
controls, customs, and other legal matters.”61 The HKPA also states that if the President finds
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that Hong Kong is no longer sufficiently autonomous, then this special status may be
suspended.62 This is exactly what happened when the HKSNL law passed. Secretary of State
Pompeo declared to Congress in May 2020 that “he could no longer certify Hong Kong’s
autonomy,” which was followed by Trump’s announcement that Hong Kong exemptions would
be suspended.63 The Departments of State and Commerce suspended special status under U.S.
export control regimes.64 Specifically “the State Department will not approve licenses to export
defense articles or services to Hong Kong under the International Traffic in Arms Regulations.”65
The Commerce Department suspended “all License Exceptions for exports to Hong Kong of
dual-use items subject to the Export Administration Regulations,” where previously exports did
not need an export license.66 It does not stop there as there have been visa restrictions as well.67
On July 14th, 2020, the Hong Kong Autonomy Act (HKAA) was signed by President
Trump which allowed him to impose sanctions on “’foreign persons’ who are responsible for the
erosion of China’s fulfillment of its obligations under the Joint Declaration.68 In addition, the
HKAA authorizes the President to impose sanctions on ‘foreign financial institutions that
conduct significant transactions’ with persons designated for sanctions under this act.”69 An
Executive Order was signed on the same date, where “the President declared a national
emergency based on his determination that, “the situation with respect to Hong Kong, including
recent actions taken by the PRC to fundamentally undermine Hong Kong’s autonomy,
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constitutes an unusual and extraordinary threat ... to the national security, foreign policy, and
economy of the United States.”70
It was not just the United States that were openly against the enactment of the NSL. The
United Kingdom announced a new path to citizenship for holders of British National passports to
become eligible for settlement in the U.K. in five years.71 Prime Minister Justin Trudeau
suspended the Canada-Hong Kong extradition treaty.72 In addition, the Canadian government has
made it easier for Hong Kong youth to study and work in Canada.73 “Any Hong Kong resident
who has graduated from university in the past three years can apply to work for up to three years
in Canada, and will be offered a way to transition more easily to permanent residency”74 Prime
Minister Scott Morrison of Australia stated that the law “undermined Hong Kong’s own basic
law,” and the country, suspend the extradition with Hong Kong, and “planned to extend visas for
Hong Kong residents and encourage businesses there to relocate.”75
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I.

HOW BUSINESSES BASED IN HONG KONG ARE BEING AFFECTED BY THE
NATIONAL SECURITY LAW
Businesses, both domestic and international, are experiencing unrest about the security law

because of the its potential effects on how they operate. The reason that Hong Kong is an
international financial hub is because it connects the world with mainland China through free
flow of capital, low tax rates, and a stable business environment.76 Legally, under Article 8 of the
Basic Law of Hong Kong, the legal system is based on English common law and not that of
mainland China.77 One of the major freedoms that will affect domestic and international
businesses alike is the tightened grip on freedom of speech. Companies are integrated into the
law as follows:
Article 31:
“An incorporated or unincorporated body such as a company or an organisation which
commits an offence under this Law shall be imposed with a criminal fine. The operation
of an incorporated or unincorporated body such as a company or an organisation shall be
suspended or its licence or business permit shall be revoked if the body has been
punished for committing an offence under this Law.” 78:

Article 37:
“This Law shall apply to a person who is a permanent resident of the Hong Kong Special
Administrative Region or an incorporated or unincorporated body such as a company or
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an organisation which is set up in the Region if the person or the body commits an
offence under this Law outside the Region.” 79
With Article 37, the NSL cracks down on foreign interference within Hong Kong.
Essentially, if any “foreign force” tries to employ the help of Hong Kong residents, then those
people and/or companies will be guilty of collusion. If people call upon a “foreign country,
institution, or individual to impose sanctions or blockades on Hong Kong,” that is also
constitutes as an offense.80 This complicates the relationship between “previously routine crossborder cooperation with foreign governments.”81 Most companies based outside of the HKSAR
operating within HKSAR have employed compliance programs, without directly conflicting with
Hong Kong law. The new NSL, along with the U.S. actions towards HKSAR, changes that on an
international standard.82 For example, the Department of Justice (DOJ) and the Securities and
Exchange Commission (SEC) will routinely ask and seek cooperation from U.S. companies
abroad in international enforcement actions or investigations.83 Before the NSL was enacted,
compliance was generally easier. However, with the new law in force, U.S. companies must be
careful in complying with the DOJ and SEC’s requests may be considered as “purported
collusion with a foreign government” under Article 29 of the NSL.84 Even if requests are backed
by a court order, companies holding information that could be considered a “state secret” to the
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PRC have a substantial risk to be faced with criminal exposure in HKSAR if the information is
provided to a U.S. authority.85
Banks in Hong Kong have been told by The Hong Kong Monetary Authority to report
any transactions that they believe may violate the NSL, which is outlined in their financial
regulation document.86 If a bank believes that transactions are suspect as money laundering or
financing terrorism, they should be reported. Although this is not an official guideline, it was
drafted with the assistance of the Hong Kong Association of Banks, and both international and
domestic banks are to determine what to report as a breach.87 Before the NSL’s promulgation,
there was an “outward flow[s] of capital and deposits in Hong Kong bank accounts reportedly
increased, suggesting an effort by Hong Kong residents and businesses to hedge against possible
negative effects of the law.”88 Simultaneously, in order to reduce the potential negative effects of
the NSL, the PRC initiated the “Wealth Management Connect,” and mainland companies and
investors reportedly moved their capital into Hong Kong. From June 30th to July 10th, 2020,
Hong Kong’s Hang Seng Index rose 5.3 %.89 The pressure of the PRC and HKSAR governments
have put on banks has led to their reluctant acceptance of the law. HSBC and Standard
Chartered, United Kingdom-based banks issuing currency in Hong Kong, released statements
indicating their support on the national security law after pressure from the government.90
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A major area of concern is freedom of expression on online platforms. Article 9 of the
NSL states that it shall employ necessary measures to strengthen publicity, guidance, oversight
and management in schools, social organizations, media, networks and other matters related to
national security,” with “networks” here referring to the internet.91 This essentially means that the
PRC has control over matters related to national security that are being discussed and mentioned
on the internet. 92
Not only is the general public afraid of the new law, the ambiguity of the law coupled
with the harsh punishments is a concern for businesses as well.93 Businesses can no longer
support any pro-democracy movements in Hong Kong in fear that they will face repercussions of
the law.94 This includes self-censorship.95 For example, individuals have started deleting tweets
out of fear of the new law, which is indicative that entrepreneurs and businesses are starting
censor what they post on the internet.96
The censorship extends to data control and collection of technology companies as well.
Many companies in the tech space have decided to either move out of Hong Kong altogether, or
expand their businesses to different countries to operate in order to circumvent the law. Tech
companies handling data are at tremendous risk and liability as police can tell them to restrict or
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delete access to content that is “deemed to endanger national security.”97 The fine for noncompliance is HK $100,000, about $13,000 USD, and six months in prison for “representatives
of infringing publishers.”98 The following are a few examples of the current companies and
businesses that have already started to alter their behaviors and decisions surrounding to comply
with, or to circumvent the new law.
After the law was enacted, Justin Watts, the engineering head at TunnelBear decided to
remove his company from Hong Kong. His services provided VPN services that shield’s a user’s
Internet traffic by funneling that traffic through servers across the word.99 Watts stated that, “If
we look historically, encryption mechanisms that are secure today may not remain so
tomorrow[.] When we're talking about search and seizure and an authoritarian regime having
control to hardware, while we may not have any concerns at this present moment, we've seen in
the past encryption schemes being entirely crippled."100 Tech startups and companies have been
hit with major worries and “concern[s] from overseas clients and suppliers about the implications
of running data and internet services under the law’s new regime of vastly expanded online
policing powers.”101 As a result, many entrepreneurs have had to create contingency plans and
figure out a way to restructure their operations outside of Hong Kong.102 For example, Oursky, a
digital products and experiences company, ran into trouble with the NSL when foreign cloud
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service providers refused to work with Hong Kong based entities.103 Thus, to make sure that
these issues do not arise, the company has to now set up offices in the U.K. and Japan.104
And it does not stop there. A major South Korean company Naver, which owns the
largest internet-search engine in South Korea, is relocating its data centers from Hong Kong to
Singapore after the new law as passed. 105 The implications of this law are not solely limited to
tech companies. Any company that utilizes social media platforms is subject to the scrutiny of
the NSL. Companies will have to review their social media policies to ensure they will not be
penalized through the new law. This is especially concerning for U.S. social media companies
operating in Hong Kong.106 Having pro-democracy values can put social media companies at a
very big disadvantage because this could potentially danger user privacy and freedom; if free
speech is allowed on their platforms, they may be subjected to sanctions imposed by the law.107
Facebook, Twitter, Zoom, Microsoft, Google and LinkedIn having operations in Hong
Kong announced that for the time being in order to protect users from having their social media
accounts used to implement the new law, that they would put a pause in processing data requests
from Hong Kong officials.108 China’s ByteDance, the owner of TikTok, pulled out of Hong
Kong after the NSL was passed, making them the first major social media presence to exit the
city.109 China does not have any jurisdiction over the app, as it was confirmed by ByteDance’s
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global chief security officer that user data from the app would not be available to the Chinese
government due to the fact that TikTok’s servers are based in the U.S, with their backup servers
in Singapore.110 As a result, any request from China for user data through TikTok would go
through the U.S. government, and the Chinese government will have no have jurisdiction to
request data.111
Journalism is also under scrutiny due to the law. For example, the New York Times, an
American news organization, announced plans to relocate part of its operations to Seoul, South
Korea because of the law’s implications.112 Practically speaking, this makes complete sense; to
be truthful and accurate in media coverage, reporting pro democratic movements in Hong Kong
is inevitable. Moreover, reporting information about the negative effects of the law, the corrupt
and immoral processes of getting the law to take a fact is also an inevitable. A New York Times
editor who over sees that international coverage and operations of the media organization sent a
memo to the staff stating “China’s sweeping new national security law in Hong Kong has created
a lot of uncertainty about what the new rules will mean to our operation and our journalism.” 113
The NSL being passed has caused concern for the corporate world. The American
Chamber of Commerce in Hong Kong (AmCham HK) conducted a survey in July 2020 where
183 companies participated on their view of what the law means for business’.114 In total,
77.59% of respondents were somewhat concerned or extremely concerned about the NSL, with
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40.98% being extremely concerned and 36.61% being somewhat concerned.115 One month after
the law was passed, 68% of respondents indicated that they were more concerned about the NSL,
as “many pointed to the ambiguity of the law, as well as the difference between assurances given
by the government and its implementation in practice.”116
Companies are largely concerned with “1) the ambiguity in the scope and enforcement of
the law, 2) the independence of the judicial system, and 3) the potential freedoms of expression
and speech in practice that will undermine HK’s status as an international business center.”117 In
terms of impacting business, 48.63% believed that the NSL will negatively affect their business
while 38.80 % said there would be no impact at all.118 Only 12.57% said that the law will impact
their business positively, making it clear that these unsaid restrictions may determine how
businesses act in the future.119 “In general, respondents were more pessimistic about the overall
business prospects in Hong Kong,” and 63% “were mostly or somewhat negative about the
impact of the NSL on Hong Kong’s business prospects.”120 Overall the overarching theme of the
survey was that the NSL brings no positive aspects to Hong Kong and can be a threat to
businesses.
The crackdown of Hong Kong’s activists speaking out about oppression from China is
going to have a detrimental effect on Hong Kong is a global financial hub. This is not limited to
banks, tech companies, social media companies, and journalism, but has spread rapidly across all
industry sectors. Businesses have started to express their concern, as indicated in the survey in
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above, and are hyper aware of the new law that has taken place. If the trend continues, then Hong
Kong could be faced with the fact that it is no longer as open free trade as it once was.

IV.

VIOLATION OF INTERNATIONAL HUMAN RIGHTS LAWS
As corporations are made up of people, it is important to understand the implications of

the law on human rights violations. This is due to the fact that individuals in these businesses
will be prosecuted against if they decide to speak up about the corrupted Chinese. However, the
law itself violates international human rights law, specifically the ICCPR.
Hong Kong is a global hub and interacts heavily with nations around the world. It is no
surprise that some countries support the NSL and others do not. A joint statement was delivered
to the United Nations Human Rights Council on behalf of 27 countries, not including the United
States, expressing “deep and growing concerns” about the about the NSL and urged the PRC and
Hong Kong governments to “reconsider” and “to engage Hong Kong’s people, institutions and
judiciary to prevent further erosion of the rights and freedoms that the people of Hong Kong
have enjoyed for many years.”121
On the other hand, a counterstatement was delivered on behalf of 53 countries
welcoming the new legislation, stating that “Hong Kong affairs are China’s internal affairs that
brook no interference by foreign forces.” The statement urged “relevant sides to stop interfering
in China’s internal affairs by using Hong Kong related issues.”122 How can the world stop China
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from making Hong Kong a communist regime if they do not believe that what China is currently
doing is against international law?
The PRC is a signatory of the ICCPR, which is a legally binding international treaty. As a
signatory, China is obligated to “make good-faith commitments to ratify the treaty, which means
to validate the treaty’s legal obligations within the states’ domestic legal jurisdictions.”123
Therefore, there is a period of time between signing and ratification that the signatory state is
“obliged to adhere to essential elements of the treaty and to not undermine its purpose”.124 Given
this rule, which is codified in the Interim Obligation Article of the Vienna Convention on the
Law of Treaties to which China is a party of, China should be taking active steps to ensure “right
to religion, media freedom, academic freedom, freedom of association and assembly.”125
However, passing the NSL is doing the exact opposite, especially when it comes to corporations
and freedom of expression and media freedom.

Article 19 of the ICCPR states:
1. Everyone shall have the right to hold opinions without interference.
2. Everyone shall have the right to freedom of expression; this right shall include
freedom to seek, receive and impart information and ideas of all kinds, regardless of
frontiers, either orally, in writing or in print, in the form of art, or through any other
media of his choice.
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3. The exercise of the rights provided for in paragraph 2 of this article carries with it
special duties and responsibilities. It may therefore be subject to certain restrictions,
but these shall only be such as are provided by law and are necessary:
a. For respect of the rights or reputations of others;
b. For the protection of national security or of public order (ordre public), or of
public health or morals.126
Article 19(2) of the ICCPR provides that “everyone shall have the right to freedom of
expression; this right shall include freedom to seek, receive and impart information and ideas of
all kinds, regardless of frontiers, either orally, in writing or in print, in the form of art, or through
any other media of his choice.”127 This is especially relevant to corporations that have a heavy
social media presence and news and media organizations. In essence, companies in HKSAR will
no longer be able to impart information with freedom as they will always be afraid of being
considered a “threat to national security” if their beliefs do not align with that of the PRC.
While Articles 19 of the ICCPR provide for limited exceptions to free speech principles
based on national security, public safety, and public order, there is no distinction for what is
considered what exactly these terms mean. In order to qualify for the recognized exceptions, any
restriction on the freedom of expression or association of an individual must be (1) provided by
law, (2) for the protection and respect for the rights or reputations of others, national security,
public order, or public health and morals, and (3) necessary to achieve one of these enumerated
purposes.128
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But who is to determine what is a threat to national security? If the PRC is deciding this
information, then they have full reigns to determine anything they believe is against their
government as a threat to security. Should Hong Kong have the ability to determine what is a
threat to their national security? While one could say that there is a prima facie case that this falls
under the exception of national security under Article 19(3) of the ICCPR, “[p]aragraph 3 may
never be invoked as a justification for the muzzling of any advocacy of multi-party democracy,
democratic tenets and human rights.”129
Therefore, the violation of the ICCPR’s fundamental right freedom of expression will
directly affect any individual within company voicing their opinions pursuant to their own
personal opinions or on behalf of the corporation.

V.

CONCLUSION
In summation, it is clear that the security law passed in China to be implemented in Hong

Kong is and will continue to have a monumental effect on how businesses conduct their daily
operations. Moreover, the law imposes harsh punishments for individuals practicing their
international human right of freedom of expression. The reason Hong Kong was an attraction for
domestic and international businesses was because it was not governed by the PRC. However,
now that the NSL is in place, any individual or corporation, foreign or domestic, is subject to the
law. The heightened and severe punishments that China employs on its own citizens are now
going to be employed on the citizens and businesses of Hong Kong. Although Hong Kong is still
a global financial hub, there have been countless notices from the global business world that the
law will have a negative impact on how business is conducted in Hong Kong. The National
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Security will have the potential to drive out international business out of Hong Kong. In the end,
both companies and individuals no longer have their international human right of freedom of
expression and will be subject to China’s severe laws and punishments in the future.
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